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Preface

Oracle is the write-once-run-anywhere database. Since the mid-1980s, Oracle has been available
on almost every operating system. With the release of Oracle RDBMS Version 6, you could
develop a database schema on your desktop knowing it could be implemented unchanged on
multiple large-scale platforms. With the release of Oracle7, stored procedures could be written
using PL/SQL, and once again, these could be ported to any supported operating system.
Oracle8 brought object orientation, and Oracle8i brought internal support for JavaTM. These
releases represent 15-plus years of demonstrated commitment by Oracle Corporation to make
Oracle the write-once-run-anywhere database. But platform independence alone did not make
Oracle the dominant database in the marketplace. Other factors contributed as well:

Open-systems initiatives

Oracle grew up with Unix and therefore carries an open-systems attitude that has
fostered innovation and acute customer awareness.

Configurable resources

The Oracle RDBMS resources, such as filesystem and memory usage, are configurable
and manageable by the DBA. As a result, an Oracle database can be tuned for the task
at hand, whether that task is transaction processing, batch processing, or decision
support.

Leading technology

Oracle has consistently led the relational database industry technologically. From time to
time, competitors have temporarily leaped ahead of Oracle in a niche, but Oracle has
always retaken the lead.

You may have already guessed that | am an Oracle advocate. | have had 16 years of experience
with Oracle and its competitors, and this alone has taught me to respect the product. A more
telling story is how many developers who have worked with Oracle tell me all the things they miss
when they work with another product.

| got involved with Oracle accidentally. The company | was working for had acquired one of its
competitors, and | was sent to the West Coast to convert the reports from something called a
relational database to COBOL VSAM/ISAM programs on a minicomputer. The reason for the
conversion was the poor performance of the acquired company's reports. During the conversion, |
heard all the badmouthing going around at that time about relational technology. My thoughts at
the time were that, performance aside, relational technology greatly simplified decision-support
development. And, had the reports | was converting been done right, performance would not
have been an issue.

After that experience, | felt that eventually, relational database technology would dominate the
development market, so | decided to research the products available and pick the one that |
thought would emerge as the market leader. After several months of research, | decided on
Oracle, which at the time was just in Version 5. Since that time, | have been working with Oracle
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and, from time to time, its competitors. Over the years, | have used COBOL, Pro*COBOL, C,
Windows SDK, Pro*C, OCI, C++, Smalltalk, Visual Basic, PowerBuilder, PL/SQL, and Java as
client development languages -- all to access an Oracle database. With my varied experience, |
still remember my first mistakes with Oracle -- performing that conversion was the very first.

| have learned more than anything else that the only reason a relational database performs poorly
is because we don't use it like a relational database. On that first project with Oracle, the previous
programmers were performing data processing the slow way: they opened cursors on different
tables and did fetches until they found a match between tables, essentially doing full table scans
and not using the database to perform the joins. There was really no reason to badmouth
relational technology back then, except for our own ignorance. Boy, | sure could have used a
good O'Reilly book on Oracle back when | did that conversion.

While Oracle was growing as the database product of choice, Sun Microsystems released Java in
the mid-1990s. Since that time, Java has gone from being considered an applet language, a
client-side language, a server-side language, an enterprise application language, and now, with
Oracle8i, an object-relational database language. That is so cool. Now we can leverage the
strength of relational technology and object orientation in our enterprise applications on both
client and server. But to leverage this technology to build enterprise applications, we need to
have a solid foundation. That is what this book is all about. Oracle Java DataBase Connectivity
(JDBC) is the foundation for all your Java/Oracle applications.

Why | Wrote This Book

| am a firm believer that good foundational knowledge is a must if you, as an application
developer, are going to write a robust application. Your knowledge of the fundamentals of the
technologies you're using makes or break not only any application you write, but your
programming career as well. | was extremely pleased to write a book about Oracle JDBC,
because it is the foundation for using Java with Oracle.

This is a book written by a programmer for programmers. | try to include enough detail to get the
novice up and running without boring the experienced programmer to death. My hope is that this
book will guide you through the process of making a connection and executing SQL statements
while maintaining database integrity and enabling you to use all the database technologies
offered by Oracle.

This Book's Intended Audience

This book covers a lot of material about Oracle's implementation of JDBC. It provides both the
beginner and the advanced Oracle or Java user with all the information needed to be successful.
However, a certain amount of basic knowledge about SQL, Java, and object orientation is a must.

| am often asked, "What's the best way for me to learn Oracle?" Wow! Now that's a loaded
guestion. To learn Oracle is a big task, because Oracle is a big product. But | always respond
with these suggestions:

Go to http://technet.oracle.com/membership/ and sign up on the Oracle
Technology Network (OTN, or Technet) as a member. It doesn't cost you anything to
become a member, and you get access to all of the Oracle documentation online. You
also get access to the discussion forums, where others like yourself post questions when
they're having problems. And you can download the most recent Java drivers and other
software for free.

Better yet, sign up for a technology track or two. Technology tracks cost $200 each. For
your $200, you get four updates a year on a CD of all the software for a track. For $400,
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you can get either the NT Servers or Linux Servers tracks along with the NT
Development Tools track and have a complete setup for learning Oracle.

Do some serious studying. Read the Oracle Concepts Manual. Then read Oracle: The
Complete Reference, by George Koch and Kevin Loney (Osborne McGraw-Hill). Follow
that with the Oracle Developer's Guide. Then finish your beginner's work by reading
Oracle PL/SQL Programming by Steven Feuerstein with Bill Pribyl (O'Reilly). O'Reilly has
several other books on Oracle that you will find helpful. Check them out at
http://oracle.oreilly.com/.

If you have the funding, send yourself to all the Oracle developer classes and a couple of
DBA classes, too -- so you can keep your DBA honest. The DBA classes will also help
you when you try to create your own database in your "learning" environment.

Usually when | offer this advice, | get a response such as: "Gee, that sounds like a lot of work."
True, it is a lot of work, but I've been studying Oracle for 16 years and | still don't know all of it.
How else do you expect to make the big bucks?

As far as Java goes, reading Learning Java by Patrick Niemeyer and Jonathan Knudsen
(O'Reilly) is an excellent starting point. O'Reilly has an entire series of books on Java that take
each major area and cover it exhaustively -- for example, Database Programming with JDBC and
Java by George Reese (O'Reilly). George's book covers basics that are not database-specific
while pursuing a more abstract or advanced approach to examining the various ways you can
utilize programming models with JDBC. Check out all the Java series titles at
http://java.oreilly.com/.

If you're into electronic documentation, you can download a copy of the JDBC Java specification
from Sun Microsystems at http://java.sun.com/products/jdbc/. The standard JDBC API
Javadoc can be found in the doc directory of the JDK you install. If you want a complete JDBC
API Javadoc, you can download a copy of Oracle's JDBC Javadoc at the OTN web site.

Structure of This Book

This book attempts to be both a tutorial and a reference. It's divided into five parts and includes
20 chapters. The material builds upon itself as you go along. So if you skip ahead in any section,
be forewarned that you may have to backtrack. The book is packed with fully functional examples
that demonstrate each concept as it is discussed.

Part |

Introduction to JDBC introduces the JDBC API, defines the term client-server, and
uses that definition to identify four different clients that JDBC programmers may
encounter. These client definitions create a context for the material covered in Part 1.

Part 11

Chapters 2-7 cover topics related to establishing a connection. While most books cover
this material in a couple of pages, too many developers suffer with the nuances of
establishing a connection under the four different client types not to warrant a more in-
depth coverage of the material.

Part 111

Chapters 8-13 cover topics related to the use of traditional relational SQL. They also
cover the use of large binary objects (LOBs) and batching.

Part IV

Chapters 14-16 cover topics related to the use of Oracle's object-relational SQL. You will
learn how to work with user-defined database types using JDBC.
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Part V

Chapters 17-20 cover topics related to transaction management, data integrity, locking,
detection, and troubleshooting. While not strictly part of JDBC, these are essential topics
that every JDBC programmer should understand.

Conventions Used in This Book

The following typographical conventions are used in this book:

Italic
Used for filenames, directory names, table names, field names, and URLSs. It is also used
for emphasis and for the first use of a technical term.

Constant width

Used for examples and to show the contents of files and the output of commands.
Constant width italic
Used in syntax descriptions to indicate user-defined items.
Constant wi dth bol d
Indicates user input in examples showing an interaction.
UPPERCASE
In syntax descriptions, usually indicates keywords.
lowercase
In syntax descriptions, usually indicates user-defined items such as variables.

[]

In syntax descriptions, square brackets enclose optional items.

{}

In syntax descriptions, curly brackets enclose a set of items from which you must choose
only one.

In syntax descriptions, a vertical bar separates the items enclosed in curly or square
brackets, as in {TRUE | FALSE}.

In syntax descriptions, ellipses indicate repeating elements.

Indicates a tip, suggestion, or general note.

= Indicates a warning or caution.

Software and Versions

This book covers Oracle8i, Release 2, Version 8.1.6, which is the first version of Oracle to
support JDBC Version 2.0. Accordingly, the examples used in the book were tested with JDK
Version 1.2.2 and J2EE Version 1.2. Don't be discouraged if you're still using JDK 1.1.x. Most of
the examples, except for some of the J2EE stuff, work fine with JDK 1.1.5+. Even some of the
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features that are new to JDBC 2.0, such as prefetching and batching, are supported under JDK
1.1.5+ via an additional Oracle import. All the program examples are available online at
http://examples.oreilly.com/jorajdbc/.

Oracle8i, Version 8.1.7, and Oracle9i both introduce new features that represent incremental
improvements to Oracle JDBC. We'll discuss the most important of these new features in
Chapter 20. Even though | used Oracle8i, Version 8.1.6 for all the examples in this book,
everything you read still applies to Oracle8i, Release 3, Version 8.1.7 and to Oracle9i.

Most of the filenames in my examples use the Windows path notation using backslashes instead
of forward slashes. | use this notation not out of preference for a particular operating system (my
preference is Unix), but because | feel most of you will be learning how to use Oracle JDBC on a
Win32 platform. So for you Unix/Linux programmers, forgive me for making you reach over the
Enter key.

Comments and Questions

Please address comments and questions concerning this book to the publisher:

O'Reilly & Associates, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international/local)

(707) 829-0104 (fax)

There is a web page for this book, which lists errata, examples, or any additional information. You
can access this page at:

http://www.oreilly.com/catalog/jorajdbc

To comment or ask technical questions about this book, send email to:

bookguestions@oreilly.com

For more information about books, conferences, Resource Centers, and the O'Reilly Network,
see the O'Reilly web site at:

http://www.oreilly.com
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Part |I: Overview

Part | consists of a single chapter that introduces the JDBC API, defines the term
client/server as it will be used in the book, and provides a framework of four
different client types. Each of the four client types, which require a different
treatment when establishing a database connection, will be discussed in detail in
Part 11.

1.1 The JDBC API

In this section, | will try to give you the big picture of the JDBC API. Given this overview, you'll
have a contextual foundation on which to lay your knowledge as you build it chapter by chapter
while reading this book.

The JDBC API is based mainly on a set of interfaces, not classes. It's up to the manufacturer of
the driver to implement the interfaces with their own set of classes. Figure 1-1 is a class
diagram that shows the basic JDBC classes and interfaces; these make up the core API. Notice
that the only concrete class is Dr i ver Manager . The rest of the core APl is a set of interfaces.

Figure 1-1. The interfaces of the core JDBC API

| DriverManager I'—{: Driver :F
I
( Connection H Statement Resulthet
I

4
(_IllaIatumel'.'let:IIZI:ltaJI (PrepnredStatement_) { FesultSetMeraData )
CallableStatement

C smwae ) (C mt ) ( )
i (i

I'll take a second to explain some of the relationships in the diagram. Dr i ver Manager is used to
load a JDBC Dri ver. ADri ver is a software vendor's implementation of the JDBC API. After a
driver is loaded, Dr i ver Manager is used to get a Connect i on. Inturn, a Connect i on is used
to create a St at enent , or to create and prepare a Pr epar edSt at enment or

Cal | abl eSt at enent . St at ement and Pr epar edSt at enent objects are used to execute
SQL statements. Cal | abl eSt at enent objects are used to execute stored procedures. A
Connecti on can also be used to get a Dat abaselet aDat a object describing a database's
functionality.

The results of executing a SQL statement using a St at enent or Prepar edSt at enent are
returned as a Resul t Set . A Resul t Set can be used to get the actual returned data or a
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Resul t Set Vet aDat a object that can be queried to identify the types of data returned in the
Resul t Set .

The six interfaces at the bottom of Figure 1-1 are used with object-relational technology. A
Struct is a weakly typed object that represents a database object as a record. A Ref isa
reference to an object in a database. It can be used to get to a database object. An Array isa
weakly typed object that represents a database collection object as an array. The SQ_Dat a
interface is implemented by custom classes you write to represent database objects as Java
objects in your application. SOLI nput and SOLCut put are used by the Dr i ver in the creation
of your custom classes during retrieval and storage.

In Oracle's implementation of JDBC, most of the JDBC interfaces are implemented by classes
whose names are prefixed with the word O acl e. Figure 1-2 shows these classes and is laid
out so that the classes correspond positionally with those shown in Figure 1-1.

Figure 1-2. Oracle's implementation of the JDBC APl interfaces

| DriverManager I‘—l OracleDriver |
I

| Oraclelonnection |—| OracleStatement |—| Oraclefesult>et |

| DracleDatabaseMetalata | |ﬂra{IePrep-arEd5tntemem| | DracleResult5etMetaData |

| StructDescriptos | lﬂmle{allatule‘itatemwll | ArrayDescriptar |
I I

| Struct | | Ref | | Artay |

| ordesbanp  —(  sowate  }—  owcksoioupun |

As you can see from Figure 1-2, the only interface not implemented by an Oracle class is
SQLDat a. That's because you implement the SQ_Dat a interface yourself with custom classes
that you create to mirror database objects. Now that you've got the big picture for the JDBC API,
let's lay a foundation for understanding what | mean when | used the term client with respect to
JDBC.

1.2 Clients

In Part 11, we'll examine how to establish JDBC connections from four types of Oracle clients: an
application, an applet, a servlet, and an internal client. But first, | need to define what I mean by
client. Let's begin that discussion by clarifying the term client/server.

1.2.1 What Is Client/Server?

Over the years, I've heard countless, sometimes convoluted, definitions for the term client/server.
This has led to a great deal of confusion when discussing application architecture or platforms.
So you have a consistent definition of the term client/server, | propose we use Oracle's early
definition for client/server and then define the four different types of clients we'll encounter in this
book.

It's my opinion that Oracle is in large part responsible for the definition and success of the so-

called client/server platform. From its beginnings, Oracle has been a client/server database.
Here's my definition of client/server:
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Any time two different programs run in two separate operating-system processes
in which one program requests services from the other, you have a client/server
relationship.

In the early days, before the use of networks, Oracle applications consisted of the Oracle RDBMS
running on one operating-system process as the server and one or more end users running their
application programs in other operating-system processes. Even though this all took place on one
physical computer, it's still considered client/server. The Oracle RDBMS represents the server,
and the end-user application programs represent the clients.

With the use of networks, the communication between the client and server changed, but the
client/server relationship remained the same. The key difference was that client and server
programs were moved to different computers. Examples of this are the use of C, C++,
VisualBasic, PowerBuilder, and Developer 2000 to develop applications that run on personal
computers and in turn communicate with an Oracle database on a host computer using TCP/IP
via Net8. This type of scenario is what most people think of when they hear the term client/server.
| call this type of client/server architecture two-tier because the division of labor is a factor of two,
not because the client and server programs run on two different computers.

Now, with Java and the Java 2 Enterprise Edition (J2EE), which includes servlets and distributed
objects such as Enterprise JavaBeans TM (EJB), client/server applications have become
multitiered. Such multitier applications, which can have three, four, or even more tiers, are
referred to as n-tier applications (in which n is more than two tiers). For example, someone using
a browser on a PC can execute a servlet on another host computer. The computer on which the
servlet runs is known as an application server, and it in turn might execute EJB on a third host
computer, which would be known as a component server. The component server might contact
yet another server, a database server running Oracle, to retrieve and store data. In this example,
we have four tiers: personal computer, application server, component server, and database
server. Distributing the software over four computers is one means of scaling up an application to
handle a larger volume of transactions.

With respect to the n-tier application, it's possible to deploy that application so the application
server, component server, and database server are all on the same host computer. In such a
scenario, we would still call it an n-tier application because the division of labor among programs
is a factor greater than two. The key point to note is that while we can run all the server software
on the same host computer, the n-tier architecture allows us to distribute the application over
multiple servers if necessary. Did you notice in these last two examples how a server might also
be a client? The servlet running on the application server was the client to the EJB running on the
component server, and so forth.

Now that you have a better understanding of the term client-sever, let's continue by looking at the
different types of clients that utilize JDBC and Oracle.

1.2.2 Types of Clients

As far as application development using Java is concerned, prior to Oracle8i, there were two
types of clients: an application and an applet. Both run in a Java Virtual Machine (JVM), but an
applet runs in a browser, which in turn runs as an application. Typically, an application has liberal
access to operating-system resources, while an applet's access to those resources is restricted
by the browser. | say typically, because using the Java Security API can restrict an application's
access to operating-system resources, and with a signed applet, or security policies, you can gain
access to operating-system resources. Another distinction between applications and applets is
that while an application has a nai n( ) method, an applet does not. Yet another distinction is
how they are programmed to connect to the database. Because of these distinctions, it is useful
to consider applications and applets as two different types of clients.
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With the coming of J2EE, servlets and EJB both became new types of clients. A servlet, a Java
replacement for a CGI program, is a Java class that runs inside a servlet container similar to how
an applet runs inside a browser. Typically, a servlet takes the input of an HTML form submitted by
a browser and processes the data. A servlet may also generate an HTML form or other dynamic
content. Servlets differ from applications in a couple of ways. Like applets, servlets have no

mai n( ) method. There are also differences in how you program a servlet to connect to a
database. More importantly, a servlet is an application component. One or more servlets are
written to create an application.

Moving on to component technology, EJB is a Java component model for creating enterprise
applications. EJB is a software component that runs in a component server, which is usually
referred to as a Component Transaction Monitor or EJB Container. Like applets and servlets, EJB
has special considerations when it comes to connecting to the database and performing
transactions. Therefore, we'll consider EJB as a fourth type of client.

With the release of Oracle8i, Oracle stored procedures could be written in Java and became a
new type of client. Connectivity for Java stored procedures is very simple. Because EJB and Java
stored procedures are both internal clients, we'll consider both of them as the fourth type, an
internal client. In summary, we have defined four different types of clients that may utilize JDBC:

Applications
Applets
Servlets
Internal objects

The important point is that each of these client types has a different set of requirements when it
comes to establishing a connection to the database. An application is the easiest type of client to
connect. That's because it has liberal access to operating-system resources; you typically just
make a connection when you start your program and then close it before you exit. An applet, on
the other hand, has to live with security, life cycle, and routing restrictions. A servlet has life cycle
and possible shared connection issues, and an internal client such as EJB or a stored procedure
has security issues.

It's common for programmers to have problems establishing a JDBC connection to an Oracle
database. Consequently, I'll discuss each type of client's requirements separately, and in detail, in
the chapters that follow. This should get you started on the right foot. Chapter 2 covers most of
the general knowledge you'll need, so even if you're interested only in connecting from applets,
servlets, or internally from Java stored procedures, read Chapter 2 first.

1.3 Using SQL

OK. Get ready. Here's my soapbox speech. A final word before you start. Don't make the mistake
of becoming dependent on a procedural language and forgetting how to use the set-oriented
nature of SQL to solve your programming problems. In other words, make sure you use the full
power of SQL. A common example of this phenomenon is the batch updating of data in a table.
Often, programmers will create a program using a procedural language such as PL/SQL or Java,
open a cursor on a table for a given set of criteria, then walk through the result set row by row,
selecting data from another table or tables, and finally updating the original row in the table with
the data. However, all this work can be done more quickly and easily using a simple SQL
UPDATE statement with a single- or multicolumn subquery.

| can't emphasize enough how important it is for you to know the SQL language in order to get
the most from using JDBC. If you don't have a lot of experience using SQL, | suggest you read
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SQL in a Nutshell, by Kevin Kline with Daniel Kline (O'Reilly)or Oracle: The Complete Reference,
by George Koch and Kevin Loney (Osborne McGraw-Hill).

Part Il: Connections

In Part Il, we'll look at how to establish database connections within the context
of each one of the four clients defined in Introduction to JDBC:

Applications
Applets
Servlets
Internal objects

As part of our discussion on servlet connections, we'll look at various strategies
for managing pools of connections. Following the chapters on connections, we'll
continue by covering Oracle's advanced security features. Finally, we'll
investigate the JDBC optional package's connection pooling framework.

Chapter 2. Application Database Connections

In Introduction to JDBC, | defined four client types. In this chapter, I'll discuss how to make a
database connection from the first type of client, an application. Establishing a database
connection may sound like an easy task, but it's often not, because you lack the necessary
information. In this chapter, I'll not only explain the ins and outs of making a connection but also
talk about the different types of connections you can make and point out the advantages of each.

2.1 JDBC Drivers

In order to connect a Java application to a database using JDBC, you need to use a JDBC driver.
This driver acts as an intermediary between your application and the database. There are actually
several types of JDBC drivers available, so you need to choose the one that best suits your
particular circumstances. You also need to be aware that not all driver types are supported by
Oracle, and even when a driver type is supported by Oracle, it may not be supported by all
versions of Oracle.

2.1.1 Driver Types

Sun has defined four categories of JDBC drivers. The categories delineate the differences in
architecture for the drivers. One difference between architectures lies in whether a given driver is
implemented in native code or in Java code. By native code, | mean whatever machine code is
supported by a particular hardware configuration. For example, a driver may be written in C and
then compiled to run on a specific hardware platform. Another difference lies in how the driver
makes the actual connection to the database. The four driver types are as follows:

Type 1: JDBC bridge driver

This type uses bridge technology to connect a Java client to a third-party APl such as
Oracle DataBase Connectivity (ODBC). Sun's JDBC-ODBC bridge is an example of a
Type 1 driver. These drivers are implemented using native code.

Type 2: Native API (part Java driver)
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This type of driver wraps a native API with Java classes. The Oracle Call Interface (OCI)
driver is an example of a Type 2 driver. Because a Type 2 driver is implemented using
local native code, it is expected to have better performance than a pure Java driver.

Type 3: Network protocol (pure Java driver)

This type of driver communicates using a network protocol to a middle-tier server. The
middle tier in turn communicates to the database. Oracle does not provide a Type 3
driver. They do, however, have a program called Connection Manager that, when used in
combination with Oracle's Type 4 driver, acts as a Type 3 driver in many respects.
Connection Manager will be covered in Chapter 3.

Type 4: Native protocol (pure Java driver)

This type of driver, written entirely in Java, communicates directly with the database. No
local native code is required. Oracle's Thin driver is an example of a Type 4 driver.

It's a popular notion that drivers implemented using native code are faster than pure Java drivers
because native code is compiled into the native op-code language of the computer, whereas Java
drivers are compiled into byte code. Java drivers have their CPU instructions executed by a Java
Virtual Machine (JVM) that acts as a virtual CPU, which in turn has its commands executed by
the computer's real CPU. On the other hand, the code for native code drivers is executed directly
by the real CPU. Because the JVM represents an additional layer of execution, common sense
would seem to dictate that native code would execute faster. However, as you will see in
Chapter 19, this is not always the case. Most of the time, Oracle's Java driver is faster than its
native driver.

2.1.2 Oracle's JDBC Drivers

Oracle provides Type 2 and Type 4 drivers for both client- and server-side use. Client-side refers
to the use of the driver in an application, applet or servlet, whereas server-side refers to the use
of the driver inside the database. Here's a list of Oracle's JDBC drivers:

JDBC OCI driver

This is a Type 2 driver that uses Oracle's native OCI interface. It's commonly referred to
as the OCI driver. There are actually two separate drivers, one for OCI7 (Oracle release
7.3.x) and another for OCI8 (Oracle release 8.x). This driver is for client-side use and
requires that the Oracle client software be installed.

JDBC Thin driver
This is a Type 4, 100% pure Java driver for client-side use.
JDBC internal driver

This is a Type 2, native code driver for server-side use with Java code that runs inside
the Oracle8i database's JServer JVM. It's also called the kprb driver.

JDBC server-side Thin driver

This is a Type 4 100% pure Java driver for server-side use with Java code that runs
inside the Oracle8i database's JServer JVM that must also access an external data
source.

Figure 2-1 shows the JDBC driver architecture on the Win32 platform. On the client side are the
JDBC-ODBC bridge (supplied by Sun, not Oracle), the JDBC OCI driver, and the JDBC Thin
driver. All three communicate with the listener process on the server. The difference in
architecture is in the software layers between the JDBC driver and the listener. As you can see
from Figure 2-1, the JDBC Thin driver communicates directly with the listener. The JDBC OCI
driver, on the other hand, must communicate with the OCI native software, which in turn
communicates with the listener. Even more removed from the listener is the JDBC-ODBC Bridge.
The JDBC-ODBC Bridge driver communicates with an ODBC driver. In turn, the ODBC driver
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communicates with OCI native software, which in turn finally communicates with the listener. The
fact that the JDBC Thin driver communicates directly with the listener is probably why it performs
just as well as its native-mode counterpart in most cases.

Figure 2-1. Oracle driver architecture
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In order to keep things concise, from now on I'll refer to the JDBC OCI driver as the OCI driver
and the JDBC Thin driver as the Thin driver. Whenever we discuss server-side drivers, I'll qualify
the Thin driver as the server-side Thin driver. Otherwise, we're always talking about client-side
drivers.

2.1.3 Guidelines for Choosing a Driver

Given that the drivers have subtle variations in their capabilities and are not applicable to
universal client usage, you must decide ahead of time which driver to use for any given
application. As you progress through this book, you'll learn about the varying capabilities of the
drivers, but for now, here are some guidelines for choosing an appropriate driver for your
applications:

Two-tier client/server application

| suggest you use the Thin driver for all two-tier, client/server applications. The one
exception is for applications making heavy use of stored procedures. For those, you
should use the OCI driver. Note that this is contrary to Oracle's recommendation. Oracle
recommends that for maximum performance, you always use the OCI driver with two-tier,
client/server applications. | disagree with Oracle's recommendation because the
difference in performance between the OCI driver and the Thin driver is nominal in most
instances, yet installing the Oracle client software to support the OCI driver can become
a costly software configuration management issue.

Servlet or applet

| suggest you use the Thin driver for portability when writing servlets and applets. For an
applet, you have no choice but to use the Thin driver. It is a pure Java driver that allows a
direct connection to the database by emulating Net8's protocol on top of Java sockets
(TCP/IP).

Middle-tier program residing in a database

| suggest you use the server-side internal driver if your program resides in a database
and uses only resources, such as Enterprise JavaBeans (EJB) and stored procedures, in
that database.

Middle-tier program residing in a database, but accessing outside resources
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For a middle-tier program such as EJB that resides in an Oracle8i database but requires
access to resources outside of the Oracle8i database in which it resides, use the server-
side Thin driver.

2.1.4 Versions

Table 2-1 lists the Oracle JDBC driver versions along with the database versions and JDK
versions supported by each and the driver types that are available for each.

Table 2-1. Oracle drivers and the JDKs they support

. Database|Database|Database |Database|Database|Database Client|Client|Server| S
Driver . . . . . . JDK |JDK |JDK | .. . . .
release version | version | version | version | version | version 10xI1.1.x/1.2.x side S|d_e s@e ¢

7.3.4 8.0.4 8.0.5 8.0.6 8.1.5 8.1.6 T OCH | Thin | Thin (Int
734 |/ ¢ ¢ " "
8.04 | v v v v
8.05 |/ " v v v v
8.0.6 |/ v v v v v v
8.15 |/ v v v v v v v
8.1.6 |r v v v v v v v v v

There are a few important issues to consider about the information in Table 2-1:
The server-side internal driver only supports JDK 1.2.x.
Beginning with driver Version 8.1.6, JDK 1.0.x is no longer supported.

Also beginning with Version 8.1.6, the OCI driver uses the standard Java Native Interface
(INI). This means you can now use the OCI drivers with JVMs other than Sun's. Prior to
8.1.6, the OCI driver used an earlier native call specification named Native Method
Interface (NMI). This prevented the use of OCI drivers with non-Sun JVMs.

As you can see by examining Table 2-1, Oracle supports JDBC for database versions 7.3.4
through 8.1.6. Each new release of the driver software maintains backward compatibility with
earlier versions of the database. In addition, as long as you don't try to use newer functionality
with an older driver release, you can use an older driver release with a newer version of the
database. For example, you can use the 7.3.4 driver to access an 8.1.6 database, as long as you
don't try to use features that did not exist in the 7.3.4 version of the database. This can be a
handy workaround when planning the migration of a large application. Let's say you had an
application that you migrated from database Version 7.3.4 to 8.1.6. You could continue to use the
7.3.4 driver in the client until you start utilizing features, such as object views, that are specific to
database Version 8.1.6. However, | still recommend you use the newest drivers whenever
possible.

2.1.5 Oracle Class Files

Each Oracle client software release has its own set of class files stored in a zip format:
classes102.zip for use with JDK1.0.x, classes111.zip and nls_charset11.zip for use with JDK
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1.1.x, and classes12.zip and nls_charset12.zip for use with JDK 1.2.x. From here on I'll refer to
these sets of class files as classesXXX.zip.

2.2 Installation

Installing the JDBC drivers varies depending on whether you use the OCI driver or the Thin
driver. Let's start with the OCI driver installation.

2.2.1 Installing the OCI Driver
To install the OCI driver software, follow these steps:
1. Install the Oracle client software from its distribution CD.
2. Add the appropriate classesXXX.zip file to your CLASSPATH environment variable.

3. If you are using Java 2 Enterprise Edition (J2EE), add the appropriate classesXXX.zip file
to your J2EE_CLASSPATH environment variable.

4. Add the client binaries to your PATH environment variable.

5.  On Unix or Linux, add the client binaries to the LD_LIBRARY_PATH environment
variable.

2.2.1.1 Install the Oracle Client

If you are going to use the OCI driver, you'll need the Oracle8i Oracle Client distribution media or
the Oracle Enterprise Edition distribution media (typically, these are on CD-ROM) to install the
client software. Follow your operating-system-specific instructions to execute the Oracle
Universal Installer. Then simply follow the installation instructions from the Oracle Universal
Installer's screen.

The Oracle Universal Installer creates several directories during the installation of the client
software on your computer. The directories of interest to you are all under ORACLE_HOME\jdbc.
ORACLE_HOME refers to the directory where the Oracle client software was installed. Typically,
these directories are:

demo/samples

Contains Oracle's sample programs, demonstrating the use of SQL92 and Oracle SQL
syntax, PL/SQL blocks, streams, objects (user-defined types and extensions), and
performance extensions.

doc

Contains the APl documentation for the JDBC drivers.
lib

Contains the following classesXXX.zip files:
classes111.zip

For JDK 1.1.x support
classes12.zip

For JDB 1.2.x support
nls_charsetl11.zip and nls_charset12.zip

For National Language support
jta.zip
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For the Java Transaction API
jndi.zip
For the Java Naming and Directory Interface API

The files jta.zip and jndi.zip are part of the standard JDK, but Oracle recommends you use those
included in the lib directory (and those that Oracle distributes) for compatibility with Oracle
classes in the classesXXX.zip file.

The content in these directories varies with the version of JDBC drivers installed. The preceding
directories and files are from Version 8.1.6.

2.2.1.2 Setting environment variables

After the client software installation, add the name of the appropriate classesXXX.zip file to your
CLASSPATH environment variable setting. If you are using J2EE, also add the appropriate
classesXXX.zip file to your J2EE_CLASSPATH setting. Be sure to specify only one
classesXXX.zip file; otherwise, you will encounter unexpected behavior and errors. For example,
if your Oracle Client software is installed on Microsoft Windows NT in the C:\Oracle\Ora81\
directory, then you need to add the following file to your CLASSPATH and J2EE_CLASSPATH
environment variables:

c:\oracle\ora81\jdbc\lib\classesl2. zip;

In addition, you also need to add the Oracle Client binaries to your PATH. For example, if your
Oracle Client software is installed on Windows NT in C:\Oracle\Ora81\, then you need to add the
following to your PATH statement:

c:\oracl e\ ora81\ bin;
For Unix, you need to add the Oracle Client binaries to your LD_LIBRARY_PATH setting. For

example, if your Oracle Client software is installed in /uO1/app/oracle/product/8.1.6, then you
need to add the following to your LD_LIBRARY_PATH setting:

/ u0l/ app/ oracl e/ product/8.1.6/1ib:
2.2.2 Installing the Thin Driver

To install the Thin driver software, follow these steps:
1. Install the Oracle Thin driver from the Oracle client distribution CD.
2. Add the appropriate classesXXX.zip file to your CLASSPATH environment variable.

3. If you are using Java 2 Enterprise Edition (J2EE), add the appropriate classesXXX.zip file
to your J2EE_CLASSPATH environment variable.

2.2.2.1 Install the Thin driver class files

If you are going to use the Thin driver, you can use the Oracle Universal Installer as | specified for
the OCI driver, but this time select only the appropriate Thin driver for installation. Alternatively,
you can simply locate the appropriate classesXXX.zip file on the distribution media and copy it to
an appropriate location on your computer. Then add the desired classesXXX.zip file to your
CLASSPATH and J2EE_CLASSPATH settings. Once again, be sure to specify only one
classesXXX.zip file; otherwise, you will encounter unexpected behavior and errors.

You can also obtain the Thin driver, and an updated version of the OCI driver, via the Oracle
Technology Network (OTN) at:
http://technet.oracle.com/software/tech/java/sqlj_jdbc/software_index.htm. To get
access to the drivers you must be an OTN member. Membership is free, and there is a wealth of
valuable information available, such as documentation, discussion forums, and technology tracks
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that allow you as a developer to get a developer copy of all the software for a particular operating
system for about $200/year. | encourage you to take advantage of this resource.

Be aware, however, that while the OCI driver updates are available at OTN, the rest of the OCI
client software is not. You must get this by installing the client software from your distribution
media. Further, if you get a newer classesXXX.zip file, say for 8.1.6, you can use it only with
Version 8.1.6 client software. The Java class files must match the version of the client software.
Many problems flood the JDBC forum about this issue. Of course, you can avoid this problem by
using the Thin driver, which does not use any client software.

2.2.2.2 Setting environment variables

After you've installed the Thin driver, or copied its classesXXX.zip file to an appropriate directory,
you'll need to set several environment variables. Add the desired classesXXX.zip file to your
CLASSPATH and J2EE_CLASSPATH settings. For example, if you copied the classes12.zip file
to /JuOl/app/oracle/product/8.1.6/jdbc/lib on Unix, then you need to add the following to your
CLASSPATH and J2EE_CLASSPATH environment variables:

/ u0l1/ app/ oracl e/ product/ 8. 1.6/jdbc/lib/classesl2. zip;
2.2.3 Using Sun's JDBC-ODBC Bridge

This discussion on installation would not be complete if | did not at least acknowledge Sun's
JDBC-ODBC Bridge. If you are going to use the Bridge, then you'll have to install the Oracle
Client and ODBC software, because the Oracle ODBC drivers use the OCI software.

2.3 Connecting to a Database

After you've installed the appropriate driver, it's time to get down to some programming and learn
how to establish a database connection using JDBC. The programming involved to establish a
JDBC connection is fairly simple. Here are the steps to follow:

1. Addi nport statements to your Java program so the compiler will know where to find the
classes you'll be using in your Java code.

2. Register your JDBC driver. This step causes the JVM to load the desired driver
implementation into memory so it can fulfill your JDBC requests.

3. Formulate a database URL. That is, create a properly formatted address that points to
the database to which you wish to connect.

4. Code acalltothe Dri ver Manager object's get Connecti on( ) method to establish a
database connection.

2.3.1 Package Imports

| mpor t statements tell the Java compiler where to find the classes you reference in your code
and are placed at the very beginning of your source code. To use the standard JDBC package,
which allows you to select, insert, update, and delete data in SQL tables, add the following

i nmpor t s to your source code:

i mport java.sql.* ; /1 for standard JDBC prograns
i mport java.math.* ; /1 for BigDeciml and Biglnteger support

If you need to use JDK 1.1.x, you can still get most of Oracle's JDBC 2.0 features by including the
following | nport statement in your program:

i mport oracle.jdbc2.* /'l for Oacle interfaces equivalent to
/1 JDBC 2.0 standard package for JDK 1.1.x
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Keep in mind, however, that when you do start using JDK 1.2.x or higher you'll have to modify
your code and remove this | nport statement.

Without the | npor t s shown here you'll have to explicitly identify each class file with its full
package path and name. For example, with i npor t s, you'll normally write the following code to
create a connection object:

Connection conn = Driver Manager. get Connecti on(
"jdbc:oracl e:thin: @sal es: 1521:orcl", "scott", "tiger");

Without i mpor t s, however, you'll have to type the following longer statement instead:

java. sqgl . Connection conn = java. sql.Driver Manager. get Connecti on(
"jdbc:oracl e:thin: @sal es: 1521:0orcl™, "scott", "tiger");

As you might expect, Oracle provides a number of extensions to the JDBC standard. These
extensions support the use of Oracle-specific database features such as the methods to write
database object types. To use Oracle's extended functionality, add the following i npor t s to your
source code:

i mport oracle.sql.* ; /'l for Oracle type extensions
import oracle.jdbc.driver.*; // for Oracl e database access and updates
/1 in Oracle type fornmats

Now that you have your last bit of housekeeping done, you can move on to registering the
appropriate driver in order to establish a JDBC connection.

2.3.2 Registering a JDBC Driver

You must register the Oracle driver, or acl e. | dbc. driver. Oracl eDri ver,in your program
before you use it. At this point, you may be confused because we've been talking about the OCI
and Thin drivers, but now we refer only to one class when registering. That's because the same
class file implements both drivers.

Registering the driver is the process by which the Oracle driver's class file is loaded into memory
so it can be utilized as an implementation of the JDBC interfaces. You need to do this only once
in your program. You can register a driver in one of three ways. The most common approach is to
use Java's Cl ass. f or Nane( ) method to dynamically load the driver's class file into memory,
which automatically registers it. This method is preferable because it allows you to make the
driver registration configurable and portable. The following example uses Cl ass. f or Nane( ) to
register the Oracle driver:

try {
Cl ass. forNane("oracle.jdbc.driver.OacleDriver");

}
cat ch( Cl assNot FoundException e) {

System out. printin("Cops! Can't find class
oracle.jdbc.driver.OracleDriver");
Systemexit(1);
}

The second approach you can use to register a driver is to use the static
DriverManager.registerDriver( ) method. Usetheregi sterDriver( ) method if you
are using a non-JDK compliant JVM, such as the one provided by Microsoft. For example:
try {

Driver Manager.regi sterDriver(new oracle.jdbc.driver.OacleDriver( ));
}

cat ch( SQLException e) {
Systemout.println("Cops! Got a SQ error: " + e.getMessage( ));
Systemexit(1l);
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}

The third approach is to use a combination of Cl ass. f or Nane( ) to dynamically load the
Oracle driver and then the driver classes' get | nst ance( ) method to work around
noncompliant JVMs, but then you'll have to code for two extra Except i ons. To call the
get I nstance( ) method for the dynamically loaded class, you can code the call as

Cl ass. forNane().newl nstance( ):

try {
Cl ass.forNane("oracl e.jdbc.driver.OacleDriver").new nstance( );

}

cat ch(d assNot FoundException e) {
Systemout.println("Cops! Can't find class

oracle.jdbc.driver. O acl eDriver");
Systemexit(1);

catch(ll1 egal AccessException e) {
Systemout.println("Uh Ch! You can't | oad

oracle.jdbc.driver. O acl eDriver");
Systemexit(2);

}

catch(lnstanti ati onException e) {
Systemout.println("Geez! Can't instantiate

oracle.jdbc.driver. O acl eDriver");
Systemexit(3);

}

2.3.3 Formulating a Database URL

After you've loaded the driver, you can establish a connection using the

Driver Manager . get Connecti on( ) method. This method is overloaded and therefore has
various forms. However, each form requires a database URL. A database URL is an address that
points to your database. Formulating a database URL is where most of the problems associated
with establishing a connection occur. For Oracle, the database URL has the following general
form:

j dbc: oracl e: driver: @lat abase

dat abase ::= {host:port:sid | net_service_name | connect_descriptor}

which breaks down as:

driver

Specifies the type of JDBC driver to use for the connection. The following choices are

available:
oci7

For the Oracle 7.3.4 OCI driver
oci8

For an Oracle 8.x.x OCI driver
oci

For an Oracle 9.x.x OCI driver
thin

For the Oracle Thin driver
kprb
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For the Oracle internal driver
dat abase

Specifies the database to which you want to connect. You can specify a host, port, and
SID; a net service name; or a connect descriptor.

host: port:sid

Used only with the Thin driver and identifies the target database using the following

information:
host

The TCP/IP address or DNS alias (hostname) for your database server
port

The TCP/IP port number of the Oracle listener
sid

The System Identifier of your database
net _servi ce_nane

Used only with the OCI driver. A net service name, or thsnames.ora file entry as it is
commonly known, is a short name that resolves to a connect descriptor, which is a
specially formatted Net8 database address. Net service names are often resolved via a
local file named tnsnames.ora but may also be resolved using centralized methods such
as Oracle Names. The OCI driver depends on the Oracle Client software to be able to
resolve a net service name. That's why net service names are used only with the OCI
driver.

connect _descri ptor
Can be used by either driver and is a Net8 address specification such as that normally
found in a thsnames.ora file.

Now that you know the rules of how to formulate a database URL, let's look at several examples
as we explore the overloaded forms of the get Connecti on( ) method.

2.3.3.1 Using a database URL with a username and password
The most commonly used form of get Connecti on( ) requires you to pass a database URL, a

username, and a password:
Dri ver Manager . get Connection(String url, String user, String password)

When using the Thin driver, you'll specify a host:port:sid value for the database portion of the
URL. For example, if you have a host at TCP/IP address 192.0.0.1 with a host name of esales,
and your Oracle listener is configured to listen on port 1521, and your database system identifier
is or cl , then the database portion of the URL would look like:

esal es: 1521: orcl

The corresponding complete database URL would then be:

j dbc: oracl e: thin: @sal es: 1521: orcl

When you call the get Connecti on( ) method, it returns a Connect i on object. For example:

Connection conn = Driver Manager. get Connecti on(
"jdbc:oracl e:thin: @sal es: 1521:orcl™, "scott™, "tiger" );

You'll use this Connect i on object later to create other objects that will allow you to insert,
update, delete, and select data.
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When using the OCI driver, you'll specify a net service name for the database portion of the URL.
For example, if your net service name was esales, your call to create a connection would look
like:

Connection conn = Driver Manager . get Connect i on(

"jdbc:oracl e:oci 8: @sal es", "scott", "tiger" );
Net service names such as esales are often defined in a
F XY . . .
w 4. tnsnames.ora file. The typical locations for tnsnames.ora are

$Oracle Home\network\admin (Windows) and /var/opt/oracle
(Unix). Consult with your DBA if you have any doubts as to
how net service names are resolved.

You can also use the rather obscure (that is, to a programmer) Net8 connect descriptor for the
database portion of the URL. You may be familiar with connect descriptors because they are
used in the tnsnames.ora file for an OCI client to define the specific address details for a net
service name. Using a connect descriptor, our get Connecti on( ) example would look like:

Connection conn = get Connecti on(
"jdbc:oracle:thin: @descripti on=(address=(host =esal es)
(protocol =t cp) (port=1521)) (connect _data=(sid=orcl)))",
"scott", "tiger" );

You can use a connect descriptor with either driver, OCI or Thin. More information on Net8 can
be found in Oracle's Net8 Administrator's Guide, which is available on the OTN web site, or in
Oracle Net8 Configuration and Troubleshooting, by Hugo Toledo and Jonathan Gennick
(O'Reilly).

2.3.3.2 Using only a database URL

A second form of the Dr i ver Manager . get Connecti on( ) method requires only a database
URL:

Dri ver Manager . get Connection(String url)

However, in this case, the database URL includes the username and password and has the
following general form:;

j dbc: oracl e: driver: usernane/ passwor d@lat abase

For example, to make the same database connection using the Thin driver, as in the previous
section's examples, use the following method call:

Connection conn = Driver Manager. get Connect i on(
"jdbc:oracle:thin:scott/tiger@sales:1521:orcl" );

2.3.3.3 Using a database URL and a Properties object

A third form of the Dr i ver Manager . get Connecti on( ) method requires a database URL and
a Properties object:

Dri ver Manager . get Connection(String url, Properties info)

A Properti es object holds a set of keyword-value pairs. It's used to pass driver properties to
the driver during a call to the get Connecti on( ) method. To make the same connection made
by the previous examples, use the following code:

i mport java.util.*;

Properties info = new Properties( );
i nfo.put( "user", "scott" );
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i nfo.put( "password",

Connection conn =

"tiger"

)

Dri ver Manager . get Connecti on(

"jdbc:oracl e:thin: @sal es: 1521:orcl", info );

In this example, a new Pr oper t i es object is created. It is then populated with two properties,
user and passwor d. The Properti es object, named i nf o in this example, is then passed
along with the database URL in the call to the get Connecti on( ) method.

Besides user and passwor d, there are a number of other properties you can setin a

Properti es object. Table 2-2 shows the connection properties recognized by the Oracle JDBC
drivers. Each property has a full name and may also have a short name. You can use either
name with a Pr oper t i es object's put method.

Table 2-2. Oracle driver properties

Name Short name |Type Description

user String [The Oracle username.

passwor d String|The Oracle password.

dat abase server String | The Oracle database URL.
A username, such as sysdba, that allows you to

internal | ogin String |log onto the database as "internal". This property
applies only to the OCI driver.

def aul t RowPr ef et ch|pref etch  |String The default number of rows to prefetch from the
server (default = 10).
A property that allows you to include database
comments in the database's metadata. Oracle lets

: . |you add comments to both tables and columns. Set
remar ksReporting |remarks String

this property to "true" to have the get Tabl es( )
and get Col unms( ) methods report remarks
(default = "false" ).

def aul t Bat chVal ue

bat chval ue

String

The default batch value that triggers an execution
request (default = 10).

i ncl udeSynonyns

synonyns

String

A property that allows you to include database
synonyms in the database's metadata. Set this
property to "true" to enable the use of synonyms
with a call to Dat abaselMet aDat a. get -

Col umms( ) (default = "false").

The last six properties in Table 2-2 are Oracle extensions. Normally, only user and passwor d

are passed in the Properti es object.

2.3.3.4 Mistakes to watch for

more free ebooks : http://fast-file.blogspot.com




The most common mistake made when establishing a connection is the omission of a colon (;),
at-sign (@), or a slash character (/) in the database URL. So double-check your typing of the
database URL should you have any connection problems.

If you have Oracle installed on the same machine as your JDBC program, you can specify the
default database using just an at-sign with no dat abase string. For example, a database URL
using the oci8 driver would look like this:

jdbc: oracl e:oci 8: @

The following example shows the Dr i ver Manager object's get Connection(String url,
String user, String password) form of get Connecti on( ) being used to connect to
the default database using scot t as the username and t i ger as the password:

Connection conn = DriverManager. get Connection (
"jdbc:oracle:thin:@, "scott", "tiger" );

~j=y| Note that there's one exception to Oracle's standard
implementation of the JDBC driver. The Oracle JDBC driver
does not implement the set Logi nTi neout () method,
which allows your login attempt to timeout after a specified
length of time.

2.3.4 Application Examples

In this section, | show simple examples of programs that connect to an Oracle database. These
programs are terse to ensure that when you run them, there is no possible problem with the
program itself. Any errors that occur should only be as a result of your connection parameters.
The programs don't include any exception handling code. Instead, they let the JVM handle any
exceptions that occur by printing a stack trace. I'll cover exceptions shortly in Section 2.4.

As you read over these examples, keep in mind that when you use the Dr i ver Manager object's
get Connection( ) method with the oracl e. j dbc. driver. Oracl eDri ver object, what the
method actually returns is an Or acl eConnect i on object. A JDBC Connect i on is an interface
that defines a set of methods that must be implemented by any class that states it. The class
oracle.jdbc.driver. O acl eConnecti on implements | ava. sgl . Connecti on, providing
you with all the standard JDBC methods plus the Oracle extensions.

2.3.4.1 An OCl driver example

Example 2-1 tests the OCI driver. Typically, in a client/server application, the user logs into the
database when the application is first launched and then logs out when the application is
terminated. This example follows that model. First, the program imports the JDBC library

j ava. sqgl . *. Next, it uses the Cl ass. f or Nane( ) method to load and register the Oracle
driver. Then, it establishes a connection using the get Connecti on(String url, String
user, String password) method. Finally, just to prove that the connection has been
established, the program creates a SQL statement and executes it. It does this using the

St at ement and Resul t Set objects, which I'll discuss in detail beginning in Chapter 9.

Example 2-1. A test of the OCI driver for an application

i mport java.sqgl.*;
cl ass Test OCl App {

public static void main(String args[])
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t hrows Cl assNot FoundExcepti on, SQLException {

O ass. forNanme("oracle.jdbc.driver. O acleDriver");
/1l or you can use:
/'l DriverManager.registerDriver(new oracle.jdbc.driver. Oracl eDriver(

));
Connection conn = DriverManager. get Connecti on(
"jdbc: oracl e: oci 8: @ssora0Ol. dss", "scott","tiger");
Statenent stnt = conn.createStatenent( );
Resul t Set rset = stnt.executeQuery(
"select "Hello OCl driver tester '||USER/|'!' result from dual");
whil e(rset.next( ))
Systemout.println(rset.getString(1l));
rset.close( );
stm.close( );
conn.close( );
}
}

For this example to work, the following conditions must be met:
You must have the Oracle8i client installed.
The Oracle classes12.zip file must be listed in your CLASSPATH.
You must have JDK 1.2.x or higher installed.
You must have access to an Oracle8i (or higher) database.

To compile the program, type the code into a file named TestOCIApp.java (remember, Java is
case-sensitive). Be sure to change the database, username, and password to values that will
work in your environment. Then, to compile and execute the program, type the commands shown
in the following example:

c:\> javac Test OCl App.j ava
c:\> java Test OCl App
Hell o OCI driver tester SCOIT!

You should get the short message shown in the example as your output. However, there are a
couple of things that can go wrong that will result in an error message and stack trace being
displayed instead. For example, you might get an error message such as the following:

Exception in thread "mai n" java.l ang. C assNot FoundExcepti on:
oracle.jdbc.driver.
O acl eDri ver
at java.net.URLC assLoader $1. run( URLCl assLoader. j ava: 202)
at java.security.AccessController.doPrivileged(Native Mt hod)
at java.net.URLC assLoader. fi ndC ass(URLC assLoader.java: 191)
at java.lang. d assLoader.| oadC ass(C assLoader. java: 290)
at sun. m sc. Launcher $AppC assLoader. | oadCl ass(Launcher. j ava: 28 6)
at java.lang. d assLoader.| oadd ass(C assLoader. java: 247)
at java.lang. d ass. for NameO( Nati ve Met hod)
at java.lang. d ass. forNanme(d ass. java: 124)
at Test OCl App. mai n( Test OCl App. j ava, Conpil ed Code)

This error message indicates that your CLASSPATH setting is probably missing the Oracle JDBC
classes file. When looking at a stack trace such as this, you can usually identify the problem by
looking at the error message in the first line. In this case, note the Cl assNot FoundExcepti on
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and the associated reference to or acl e. j dbc. driver. Oracl eDri ver . The rest of the output
is a backtrace that shows Java method calls in reverse order. See Section 2.4 later in this
chapter for information on reading stack traces.

You can correct the problem with the CLASSPATH setting by adding your Oracle JDBC classes
file to your CLASSPATH environment variable. For example, if your Oracle JDBC classes file is
located in c:\oracle\ora81\jdbc\lib\classes12.zip, then your CLASSPATH environment variable
should look something like this:

CLASSPATH=c: \ oracl e\ ora81\jdbc\lib\cl assesl12. zi p;

Even worse than the CLASSPATH error is the one indicated by the following message:

Exception in thread "main" java.lang. Unsati sfi edLi nkError:
C:\Oracl e\ Ora81\ BI N\
ocijdbc8.dll: One of the library files needed to run this application
cannot be found
at java.lang. Cl assLoader $Nati velLi brary. | oad(Nati ve Method)
at java.lang. C assLoader. | oadLi brary0(C assLoader. java: 1319)
at java.lang. C assLoader. | oadLi brary(d assLoader.java: 1243)
at java.lang. Runtine. | oadLi braryO(Runti ne.java: 470)
at java.lang. System | oadLi brary(System java: 778)
at oracle.jdbc. oci 8. OCl DBAccess. | ogon( CCl DBAccess. j ava: 208)
at
oracl e.jdbc.driver. Oracl eConnection. <init>(Oracl eConnection.java: 198)
at oracle.jdbc.driver.Oacl eDriver. get Connecti onl nstance
(Oracl eDriver.java: 251)
at
oracle.jdbc.driver.Oracl eDriver.connect (O acl eDriver.java: 224)
at java.sql.DriverManager. get Connecti on(Dri ver Manager.java: 457)
at java.sql.DriverManager. get Connecti on(Driver Manager.java: 137)
at Test OCl App. mai n( Test OCl App. j ava, Conpil ed Code)

This error indicates that you have a mismatch between your JDBC classes file and your Oracle
client version. The giveaway here is the message stating that a needed library file cannot be
found. For example, you may be using a classes12.zip file from Oracle Version 8.1.6 with a
Version 8.1.5 Oracle client. The classeXXXs.zip file and Oracle client software versions must
match.

=== Note that my example programs explicitly close the

=1 Resul t Set, St at enent , and Connect i on objects. That's
because the Oracle implementation of JDBC does not have
finalizer methods. If you don't explicitly close your Oracle
JDBC resources, you will run out of database connections,
cursors, and/or memory. So remember to always close your
Oracle JDBC resources! This is contrary to what you may
read about other implementations of JDBC.

2.3.4.2 A Thin driver example

The second example program, Example 2-2, is just like the first except that it tests the Thin
driver. You'll notice that the only significant changes are the use of the word t hi n in the
database URL instead of oci 8 and the use of the host : port: si d syntax instead of a net
service name.

Example 2-2. A test of the Thin driver for an application
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i mport java.sql.*;
cl ass Test Thi nApp {

public static void main (String args[])
t hrows Cl assNot FoundExcepti on, SQLException {

Cl ass. forName("oracle.jdbc.driver. OracleDriver");
/1l or you can use:
/1 DriverManager.registerDriver(new oracle.jdbc.driver.OacleDriver(

));
Connection conn = DriverManager. get Connecti on(
"jdbc:oracle:thin: @ssnt01: 1521: dssora01", "scott","tiger");
Statenent stnt = conn.createStatenment( );
Resul t Set rset = stmt.executeQuery(
"select "Hello Thin driver tester '||USER||'!" result from dual");
while(rset.next( ))
Systemout.println(rset.getString(1l));
rset.close( );
stm.close( );
conn.close( );
}
}

For this example to work, the following conditions must be met:
You must have the Oracle classes12.zip file listed in your CLASSPATH.
You must have JDK 1.2.x or higher installed.
You must have access to an Oracle8i (or higher) database.

To compile the program, type the code into a file named TestThinApp.java. Change the database,
in the form host : port: si d, the username, and the password to appropriate values for your
environment. Then type the commands shown in the following example to compile and run the
program:

C.\> javac Test Thi nApp. | ava
C:\> java Test Thi nApp
Hello Thin driver tester SCOIT!

If you did everything correctly, you should get the "Hello" message shown here when you run the
program. Did you also notice that it takes less time for the Thin driver to establish a connection to
the database than was required for the OCI driver? I'll talk about why that is in Chapter 19.

If you entered an invalid username or password, you may have received output such as the
following when you ran the program:

Exception in thread "mai n" java.sqgl.SQ.Exception: ORA-01017: invalid
user nane/ password; | ogon denied
at oracle.jdbc.ttc7. TTl oer. processError (TTl oer.j ava)
at oracle.jdbc.ttc7. @3l og. recei ve2nd( Bl og. j ava, Conpil ed Code)
at oracle.jdbc.ttc7. TTC7Protocol .|l ogon( TTC7Pr ot ocol . j ava)
at
oracle.jdbc.driver. O acl eConnection. <init>(0Oracl eConnection.java)
at oracle.jdbc.driver.Oacl eDriver. get Connecti onl nstance
(Oracl eDriver. java)
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at oracle.jdbc.driver.OacleDriver.connect(Oracl eDriver.java)

at java.sql.DriverManager. get Connecti on(Dri ver Manager.java: 457)
at java.sql.DriverManager. get Connecti on(Driver Manager.java: 137)
at Test Thi nApp. mai n( Test Thi nApp. j ava, Conpil ed Code)

By examining this exception, specifically the first line, you can see that the error was indeed
caused by specifying an invalid username or password. Seeing that it is highly probable that a
user will make a mistake entering his username or password, you'll want to catch this error and
react appropriately, possibly giving him another chance to enter his username and password. To
do that, you'll need to know how to handle exceptions.

2.4 Handling Exceptions

If you're a PL/SQL programmer, then the concept of exceptions will not be all that new to you. If
you're new to Java and have not previously used a programming language that uses exception
handling, then this material may get confusing. Hang in there! By the time we're done, you should
have a fairly good idea of what exceptions are and how to deal with them in your JDBC programs.

2.4.1 Java Exception Handling

In Java, exception handling allows you to handle exceptional conditions such as program-defined
errors in a controlled fashion. When an exception condition occurs, an exception is thrown. The
term thrown means that current program execution stops, and control is redirected to the nearest
applicable catch clause. If no applicable catch clause exists, then the program's execution ends.

2.4.1.1 Try blocks

Both the JVM and you -- explicitly in your own code -- can throw an exception. Java uses atry-
cat ch-final |y control block similar to PL/SQL's BEGIN-EXCEPTION-END block. The try
statement encloses a block of code that is "risky" -- in other words, which can throw an exception
-- and that you wish to handle in such a way as to maintain control of the program in the event
that an exception is thrown. Exceptions thrown in at r y block are handled by a cat ch clause
coded to catch an exception of its type or one of its ancestors. For example, when using JDBC,
the exception type thrown is usually a SQLExcept i on.

At ry statement can have any number of cat ch clauses necessary to handle the different types
of exceptions that can occur within the t r y block. At ry block can also have afi nal | y clause.
The f i nal | v clause is always executed before control leaves the t r y block but after the first
applicable cat ch clause. Here is the general form of a t r y block:

try {
/'l Your risky code goes between these curly braces!!!

catch(Exception e) {

/'l Your exception handling code goes between these curly braces,

/'l simlar to the exception clause in a PL/SQL bl ock.

}

finally {

/'l Your nust -al ways- be-executed code goes between these curly braces.

}

You need to have at leastacat ch orafi nal | y clause, or both, afterat ry statement.

An Except i on object, or Thr owabl e, is passed in the catch clause. By using this Except i on
object, or a subclass of it, you can find out additional information about what caused the
exception to occur and deal with it appropriately. For example, if you use an object variable that is
null (i.e., it does not hold an object reference), your program will throw a
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Nul | Poi nt er Excepti on. By utilizing at ry block, you can capture this error, communicate the
problem to the program user in a meaningful way, and exit your program gracefully. If you don't
capture the exception, the exception will cause a stack trace to print, and the program will abort.

2.4.1.2 Try block nesting behavior

Just as PL/SQL blocks can be nested, so can t r y blocks. This means that if your nested t r y
block does not handle a particular exception, that exception will propagate to the next level. If an
exception is not handled at all, then the JVM handles it by printing a stack trace and aborting the
program. Look, for example, at the following code:

Dat e startDate = null;
Long personld = null;
Statenent stntl = null;
Statenent stnt?2 = null;
String firstName = nul|;
String lastNane = null;
Resul t Set rsetl = null;
Resul t Set rset?2 = null;

try { /1 try block level 1
stm 1l = conn.createStatenent( );
rsetl = stnt 1. executeQuery(
"sel ect person_id, last _nanme, first_nane " +
"from person");
while(rsetl.next( )) {

personld = new Long(rsetl.getlLong(1l));
| ast Name = rsetl.getString(2);
firstName = rsetl.getString(3);

}
try { /] try block level 2

stnmt2 = conn.createStatenent( );
rset2 = stnt2. executeQuery(

"select p.start_date, p.end date, |.nane " +

"from person_location p, location | " +

"where p.location_id =1.location_id " +

"and p. person_id =" + personld.toString( ));

while(rset2. next( )) {
startDate = rset2.getDate(1);

endDat e = rset2.getDate(2);
name = rset2.getString(3);
if (new Sinpl eDat eFormat ("yyyy").fornmat (endDate) . equal s("2000")) {
/1 ... output sonme data
}
}
rset2.close( );
rset2 = null;
stm2.close( );
stm2 = null;

}

cat ch( SQLException e2) {
Systemerr.println("SQ.Exception in the inner |oop!");

} /1 end of try block 2

rsetl.close( );

rsetl = null;
stm1l.close( );
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stm1 = null;

}
cat ch( SQLException el) {
Systemerr.println("SQ.Exception in the outer |oop!");
} /1 part of try block 1
cat ch(Nul | Poi nt er Exception) ({
Systemerr.println("Null PointerException in outer |oop!");
} /1 end of try block 1
finally {
if (rset2 !'= null)
try {rset2.close( );} catch(SQ.Exception ignore) {}
if (stnt2 !'= null)
try {stnt2.close( );} catch(SQ.Exception ignore) {}
if (rsetl !'= null)
try {rsetl.close( );} catch(SQ.Exception ignore) {}
if (stntl !'= null)
try {stntl.close( );} catch(SQ.Exception ignore) {}
}

When the i f statement in the second, nested t r y block tests to see if the end date for a location
assignment was in the year 2000, and it encounters an end date that is NULL in the database, it
throws a Nul | Poi nt er Excepti on. The second t r y block does not handle this exception, so
the exception will propagate outwards to the first try block. A cat ch clause in the firstt r y block
does handle the exception, so it won't propagate any further than that. After the exception is
handled by the first t r v block, that block's f i nal | y clause will be executed, and the program
will then terminate normally.

2.4.2 SQLException Methods

For JDBC, the most common exception you'll deal with is | ava. sql . SOLException. A
SOLExcept i on can occur both in the driver and the database. When such an exception occurs,
an object of type SQLExcept i on will be passed to the catch clause. The passed

SOLExcept i on object has the following methods available for retrieving additional information
about the exception:

getErrorCode()
Gets the Oracle error number associated with the exception.
getMessage()

Gets the JDBC driver's error message for an error handled by the driver or gets the
Oracle error number and message for a database error.

getSQLState( )

Gets the XOPEN SQLstate string. For a JDBC driver error, no useful information is
returned from this method. For a database error, the five-digit XOPEN SQLstate code is
returned. This method can return nul | , so you should program accordingly.

getNextException()

Gets the next Except i on object in the exception chain.
printStackTrace( )

Prints the current exception, or throwable, and its backtrace to a standard error stream.
printStackTrace(PrintStream S)

Prints this throwable and its backtrace to the print stream you specify.
printStackTrace(PrintWriter W)

more free ebooks : http://fast-file.blogspot.com



Prints this throwable and its backtrace to the print writer you specify.

By utilizing the information available from the Except i on object, you can catch an exception and
continue your program appropriately. Take, for example, our problem with the invalid username
or password. If get Er r or Code( ) returns 1017, you know that the problem is an invalid
username or password and can modify your program to ask the user to respecify her username
and password. It is important for you to know how to handle exceptions because sometimes they
are the only means of program control, as is the case with our previous example. You can find a
complete listing of Oracle8i database error codes, messages, and a diagnostic in the Oracle8i
Error Messages manual available at OTN.

Now that we have covered the basics of establishing a connection to an Oracle database, let's
examine issues specific to connecting to a database from an applet.

Chapter 3. Applet Database Connections

In this chapter, we'll explore issues that are specific to using JDBC with applets. We'll begin by
asking the question:; "What type of JDBC driver supports an applet, and for which versions of the
JDK?" Then we'll talk about other things you need to know, such as the life cycle of an applet,
when to open and close a database connection, how to package an applet that uses Oracle
JDBC classes, how to deal with the restrictions placed on JDBC connections by the secure
environment of your browser's JVM, and how to connect through a firewall.

3.1 Oracle Drivers and JDK Versions

For applets, you have only one driver choice: the client-side Thin driver. Since it's a 100% pure
Java driver, you can package it with your applet's archive so it's downloaded by the browser
along with your applet. I'll discuss how to package the Thin driver with your applet later in this
chapter. For now, just keep in mind as we go along that you'll need to package the appropriate
classesXXX.zip file with your applet, and you'll be using the Thin database URL syntax discussed

in Chapter 2.

As of Oracle8i Version 8.1.6, JDK 1.0.x is no longer supported by Oracle. Instead, Oracle8i now
supports only JDK Versions 1.1.x and 1.2.x. Table 3-1 lists the support files you need to
package with your applet to support each of these versions.

Table 3-1. JDBC support files

JDK version JDBC classes National Language Support classes
JDK 1.1.x cl asses1ll. zip nls_charset11.zip
JDK 1.2.x cl assesl12. zip nls_charset12.zip

In addition to matching up your applet with the correct support files for the JDK version with which
you are developing, you must also make sure that the browser you're targeting (i.e., on which you
intend to run your applet) supports the same JDK that you are using to develop the applet.
Currently, you either need to use JDK 1.1.x or need to depend on your end users having the Java
2 browser plug-in installed in their browsers. Without that plug-in, the currently predominant
versions of both Internet Explorer and Netscape Navigator support only JDK 1.1.x. The newest
versions of these browsers, such as Netscape Navigator 6 and other browsers programmed
using Java, support JDK 1.2.x or later.

Now that you know which JDBC driver and Oracle JDBC classes to use, let's continue by
discussing the implications that the life cycle of an applet has on your JDBC program.
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3.2 It's an Applet's Life

From a programmer's perspective, an applet has four stages to its life cycle. They are defined by
the following four methods that are called by the browser as the applet is loaded and run:

init( )
This is called just after an applet is created and before the applet is displayed in the

browser. It is normally used to perform any initialization that should take place only once
in the life cycle of the applet. This includes the creation of a thread to run the applet.

start( )

This is called when the applet becomes visible in your browser and is used to start the
thread that runs the applet.

stop()

This is called when the applet is no longer visible. When this method is called, a well
behaved applet will put its thread to sleep, or stop the thread entirely, in order to
conserve computer resources.

destroy()

This is called when the applet is purged from your browser's memory cache. It is used to
stop the applet's thread and to release any other computer resources the applet may be
using.

The choice of which of these methods you use to open and close a database connection is not
straightforward. You must consider how you will use the connection within your applet. If your
applet will open a database connection, retrieve some data, then close the connection, and do
this only once, you may wish to perform these functionsininit( ),aspartofstart( ),orin
a method you create that is in turn run by the thread you start in the st art () method. If your
applet will continue to use its connection throughout its life cycle, you will need to consider
whethertouseinit( ) anddestroy( ) orstart( ) andstop( ) toopen and close the
connection.

Ifyouuseinit( ) anddestroy( ) toopen and close an applet's connection, you will
minimize your cost, because the connection will remain open as long as the applet is in the
browser's cache. Opening and closing a database connection is very costly in time and
resources, so this can be a good thing. Remember, however, that your database connection will
not be closed until the browser flushes the applet from its cache or until the applet closes the
connection itself. Balance this behavior against the results of usingstart( ) andstop( ).
Usingstart( ) andstop( ) will require your applet to open and close the database
connection each time the applet appears and disappears from your browser's screen. You risk
incurring greater overhead because of the additional open and close activity. However, you
reduce the number of simultaneous connections to your database, because the connection will
not remain open while the applet is off the screen, even when it is still in the browser's cache.

Example 3-1 shows the code for a simple applet that demonstrates just what we have been
discussing. Following that is an HTML file in Example 3-2 that invokes the sample applet. To
run the example, follow these steps:

1. Modify the database URL in Example 3-1, changing the username, password, host, port
number, and SID to values appropriate for your installation.

2. Compile the applet.
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3. Make a copy of your Oracle classesXXX.zip file, giving it the same name as the applet
but retaining the .zip suffix. In the case of Example 3-1, you should name your new file
TestApplet.zip.

4. Add the applet's class file to your new zip file. According to Oracle's documentation, the
zip file must be uncompressed.

5. Copy the TestApplet.zip and TestApplet.html files to an appropriate directory on a web
server.

6. Open the HTML file in your browser.
7. Turn on your browser's Java Console.

Example 3-1. A test life cycle applet

i mport java. appl et. Appl et;
i mport java.aw . *;
i mport java.sql.*;

public class Test Appl et extends Applet {
private Connection conn;
private Tinestanp created = new Ti nestanp(System currentTimeM I 1i s(

));

public void init( ) {
try {
System out . printl n(
"init( ): loading OracleDriver for applet created at " +
created.toString( ));

Cl ass.forNane("oracle.jdbc.driver.OacleDriver");
Systemout.printin("init( ): getting connection");
conn = Driver Manager. get Connecti on(

"jdbc:oracle:thin: @ssw2k01: 1521: orcl ™, "scott", "tiger");

}
catch (d assNot FoundException e) {
Systemerr.printIn("init(): < assNotFoundException: " +
e. get Message( ));
}
catch (SQLException e) {
Systemerr.printin("init(): SQLException: " + e.getMssage( ));
}

}

public void start( ) {
Systemout.println("start( ): ");

}

public void stop( ) {
Systemout.println("stop( ): ");

}

public void paint(Gaphics g) {
Systemout.println("paint( ): querying the database");
try {
Statenment stnt
Resul t Set rset

conn.createStatenment( );
stm . execut eQuery(
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"select "Hello '"||initcap(USER) result from dual");
whil e(rset.next( ))
g.drawsString(rset.getString(1), 10, 10);

rset.close( );

stm.close( );

}
catch (SQLException e) {

Systemerr.println("paint(): SQException: " + e.getMessage( ));
}

}

public void destroy( ) {
System out . printl n(
"destroy( ): closing connection for applet created at " +
created.toString( ));

try {
conn.close( );

}

catch (SQ.Exception e) {
Systemerr.println("destroy: SQ.LException:

}

}
}

Example 3-2. A Test Life Cycle Applet's HTML File

<htm >

<head>

</ head>

<body>

<appl et code=Test Appl et archi ve=Test Appl et. zi p wi dt h=100
hei ght =25></ appl et >

</ body>

</ htm >

When you execute the applet, you'll see different behavior depending on your browser. If you're
using Internet Explorer 4, the applet will be downloaded and cached. Then it will be created,
triggering the i ni t () method followed by the st art () method. Now you should see "Hello
Scott" or whatever username you used in the applet. If you go to another URL, the st op( )
method is called, followed by the dest r oy( ) method. If you have the applet on screen and
click on the Reload button, you'll see the st op( ) and dest roy( ) methods again followed by
init( )andstart( ).

+ e.get Message( ));

If you're using Netscape Navigator 4, you'll see different behavior more closely following my
previous explanation about an applet's life cycle. First, the applet will be downloaded and cached.
Next, the i ni t () method will be called followed by the st art ( ) method. This time, when you
go to another URL, only the st op( ) method is called. When you return to the applet's URL, the
start( ) method is called. It's not until you click on Reload or the browser runs out of memory
cache that the dest roy( ) method is called.

If you're ambitious, you can change one of the Syst em out . printl n( ) messages in the
applet, rebuild it, put it into the web server's directory while you still have your browser open, and
then click on Reload. Guess what? Neither browser actually reloads the applet from the server.
You won't see your new applet version until you close and reopen your browser.

Now that you have a better idea of the life cycle of an applet, and how it varies depending on the

browser, you may appreciate what | stated earlier: knowing when to open and close a database
connection is not straightforward. You must determine which model to use based on how the
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applet will be used by the end user. Once you've decided on the best strategy for opening and
closing your database connection, then you may be faced with restrictions that the browser
environment places on an applet's ability to make a connection. But before we discuss that issue,
let's move on to the next section and talk a little about packaging your applets.

3.3 Packaging Your Applet

After you have written your applet, you'll want to combine its class files with those from the
appropriate Oracle classesXXX.zip file into a single zip or jar file as you did for Example 3-1.
This step is necessary because an applet using JDBC is naturally quite complex and contains
many classes. Getting to just one file makes things easier to manage. It is also simpler and more
efficient to specify just one file in the HTML APPLET tag rather than specify multiple archive files.

For simplicity's sake, this discussion on packaging focuses on
“ 4. the use of JDK 1.2. If you are using JDK 1.1, the syntax for

“ using the jar tool to create the jar file will be slightly different.

If you use WinZip, the procedure will be the same as it is for

JDK 1.2.

-l

3.3.1 A Development Packaging Cycle

During the development stage for an applet, you can begin your packaging effort by simply
making a copy of the Oracle classes12.zip file. Give it the name of your archive file but retain the
.Zip extension. Then add your applet's class files, uncompressed, to the zip file that you just
copied and renamed. Why uncompressed? | actually don't know. This is an Oracle
recommendation. | have used them as compressed class files when | have created a jar file, but |
have never done so using a zip file. For example, if you're going to create a zip file for an applet
named Test Appl et Pol i cy, you should follow these steps:

1. Copy the file classes12.zip to TestAppletPolicy.zip. On a Windows system, you can do
this by executing a command such as:

copy c:\wi ndows\ora8l1\jdbc\lib\classesl2.zip TestAppletPolicy.zip

2. Add your applet's class files to TestAppletPolicy.zip using your favorite zip utility. With
WinZip, you can right-click on the TestAppletPolicy.class file and select Add to Zip. Then
just select TestAppletPolicy.zip as your destination zip file.

3. As you make changes to your applet, you can continue reading, or refreshing, your
applet's files to the TestAppletPolicy.zip file. Any time you create a new version of your
applet, repeat step 2 to add it to the zip file, overwriting the previous version.

In order to run your applet within a browser, create an HTML file with an APPLET tag, and specify
the name of your archive file in the APPLET tag's ARCHIVE parameter. Then, load that HTML file
into your browser window.

3.3.2 Production Packaging Cycles

When it comes time to put your highly polished applet into production, you can use the same
method as you did for development or the JDK's jar utility to build a new jar file. Regardless, you
can reduce the size of your archive by eliminating the OracleDatabaseMetaData.class file if it is
not needed. The OracleDatabaseMetaData.class file allows you to query the database for the
names of tables, stored procedures, and so forth. This file is 42 KB in size and a waste of network
bandwidth if it is not needed.
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To create a zip file, follow the steps outlined for a development packaging cycle in the previous
section. To create a jar file for an applet, follow these steps:

1.

Create a temporary directory to hold all the class files that you want to place into your
new archive. For example, use the command nd | ar to create a temporary packaging
directory named jar.

Make the temporary directory that you just created your current working directory. Use
the command cd | ar to do this.

Unzip the JDBC support classes into your temporary directory, preserving the directory
structure. To unzip the classes12.zip file, for example, execute the following command:

jar xf c:\oracle\ora81\jdbc\lib\classesl2. zip

The jar utility will then unzip the Oracle classes12.zip file into your current working
directory. The directory structure of the classes in the zip file will be preserved with
subdirectories being created as necessary.

Copy your applet's class file to your temporary directory. For example, copy the file
TestAppletPolicy.class to your jar directory by executing the command:
copy ..\ TestAppl et Policy.class

If your application never makes a call to Connect i on. get Met aDat a( ), delete the
OracleDatabaseMetaData.class file by executing the command:

del oracle\jdbc\driver\ O acl eDat abaseMet aDat a. cl ass

Create a compressed jar file containing all the files in your temporary directory and in
subdirectories underneath it. For example, to create a compressed jar file for the
Test Appl et Pol i cy applet, execute:

jar cf TestAppletPolicy.jar *

If you want to create an uncompressed jar, as Oracle suggests, you can do so by
executing:

jar cOf TestAppletPolicy.jar *

3.3.3 Oracle NLS Support

What if you use Oracle's National Language Support (NLS) in your applet? In this case, you'll
have to include the necessary NLS files in your jar file. To do that, follow these steps:

1.

4,

Unzip the nls_charset12.zip file into a temporary directory separate from the one you are
using to package your applet. You'll get an nis\oracle\sql\converter directory structure as
a result.

Identify the NLS class file(s) you need.

Create an nls\oracle\sgl\converter directory structure underneath your temporary
packaging directory.

Copy the NLS class file(s) you need into your nis\oracle\sgl\converter directory.

You can identify the NLS class files you need by looking in Table 3-2 to find the Oracle
character set IDs for the character sets your applet uses. These character set IDs are four-digit
numbers that are part of the filenames of the NLS language files. The naming convention is:

Char act er Converter Oracl e_character _set id. cl ass
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For example, if you needed to support character set US8PC437, create the directory structure
nis\oracle\sqgl\converter in your temporary packaging directory and copy the file
CharacterConverter0004.class from the nis\oracle\sql\converter directory in which you unzipped
the NLS classes to the nis\oracle\sql\converter directory in your temporary packaging directory.

Table 3-2. Oracle character converter classes and the NLS character sets they support

Oracle character set

NLS_CHARSET_NAME

Oracle character set

NLS_CHARSET_NAME

ID ID
0003 WE8HP 002d VNBMSWIN1258
0004 US8PC437 0032 WESNEXTSTEP
0005 WESEBCDIC37 003d ARBASMO708PLUS
0006 WESEBCDIC500 0046 ARSEBCDICX
0008 WESEBCDIC285 0048 AR8XBASIC
000a WES8PC850 0051 EL8DEC
000b D7DEC 0052 TR8DEC
000c F7DEC 005a WESEBCDIC37C
oood S7DEC 005b WESEBCDIC500C
000e E7DEC 005c IWBEBCDIC424
0oof SF7ASCII 005d TR8EBCDIC1026
0010 NDK7DEC 005e WESEBCDIC871
0011 I7DEC 005f WESEBCDIC284
0012 NL7DEC 0060 WESEBCDIC1047
0013 CH7DEC 006e EEC8EUROASCI
0014 YUG7ASCII 0071 EECS8EUROPA3
0015 SF7DEC 0072 LABPASSPORT
0016 TR7DEC 008c BG8PC437S
0017 IW71S960 0096 EE8PC852
0019 INSISCII 0098 RU8BPC866
0020 EE8IS0O8859P2 0099 RUBBESTA
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0021 SEB8ISO8859P3 009a IW8PC1507

0022 NEES8ISO8859P4 009b RUBPC855

0023 CL8IS08859P5 009c TR8PC857

0024 AR8ISO8859P6 009e CL8BMACCYRILLIC
0025 EL8ISO8859P7 009f CL8BMACCYRILLICS
0026 IW81SO8859P8 00a0 WES8PC860

0027 WES8ISO8859P9 00al IS8PC861

0028 NEB8IS08859P10 00a2 EESMACCES

0029 TH8TISASCII 00a3 EESBMACCROATIANS
002a TH8TISEBCDIC 00a4 TRBMACTURKISHS
002b BN8BSCII 00a5 ISSMACICELANDICS
002c VN8VN3 00a6 ELSMACGREEKS
00a7 IWBMACHEBREWS 00d3 EL8GCOS7

00aa EESBMSWIN1250 00dd uS8BS2000

00ab CL8MSWIN1251 00de D8BS2000

00ac ET8MSWIN923 0odf F8BS2000

00ad BG8MSWIN 00e0 E8BS2000

00ae EL8BMSWIN1253 00el DK8BS2000

00af IW8MSWIN1255 00e2 S8BS2000

00bO0 LT8MSWIN921 00e7 WE8BS2000

00bl TR8MSWIN1254 00eb CL8BS2000

00b2 WEBMSWIN1252 00ef WE8BS2000L5
00b3 BLT8MSWIN1257 00f1 WESDG

00b4 D8EBCDIC273 00fb WEBNCR4970
00b5 ISEBCDIC280 0105 WEBROMANS

00b6 DK8EBCDIC277 0106 EESBMACCE
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00b7 S8EBCDIC278 0107 EESBMACCROATIAN
00b8 EESBEBCDIC870 0108 TR8MACTURKISH
00b9 CL8EBCDIC1025 0109 ISSMACICELANDIC
00ba F8EBCDIC297 010a ELSMACGREEK
00bb IWBEBCDIC1086 010b IWBMACHEBREW
00bc CL8EBCDIC1025X 0115 USS8ICL

00be N8PC865 0116 WESICL

00bf BLT8CP921 0117 WEBS8ISOICLUK
00c0 Lv8PC1117 015f WESBMACROMANS
00c1 LVBPCS8LR 0160 WEBMACROMANSS
00c2 BLT8BEBCDIC1112 0161 THS8MACTHAI

00c3 LV8RST104090 0162 THBMACTHAIS
00c4 CL8KOI8R 0170 HUBCWI2

00c5 BLT8PC775 017c EL8PC437S

00c9 F7SIEMENS9780X 017d ELSEBCDIC875
00ca E7SIEMENS9780X 0l17e EL8PC737

00cb S7SIEMENS9780X 017f LT8PC772

00cc DK7SIEMENS9780X 0180 LT8PC774

00cd N7SIEMENS9780X 0181 EL8PC869

00ce I[7SIEMENS9780X 0182 EL8PC851

00cf D7SIEMENS9780X 0186 CDN8PC863

00d2 WEBGCOS7 0191 HUBABMOD

01f4 ARBASMO8X 0344 JA16MACSJIIS

01f8 ARSNAFITHA711T 0348 KO16KSC5601

01f9 AR8SAKHR707T 034a KO16DBCS

Olfa ARBMUSSAD768T 034d KO16KSCCS
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01fb ARBADOS710T 034e KO16MSWIN949
01fc ARBADOS720T 0352 ZHS16CGB231280
01fd ARBAPTEC715T 0353 ZHS16MACCGB231280
01ff ARSNAFITHA721T 0354 ZHS16GBK

0202 ARBHPARABIC8T 0355 ZHS16DBCS

022a ARBNAFITHA711 035c ZHT32EUC

022b AR8SAKHR707 035d ZHT32SOPS

022c ARBMUSSAD768 035e ZHT16DBT

022d ARBADOS710 035f ZHT32TRIS

022e ARBADOS720 0360 ZHT16DBCS

022f ARBAPTEC715 0361 ZHT16BIGS5

0230 ARBMSAWIN 0362 ZHT16CCDC

0231 ARBNAFITHA721 0363 ZHT16MSWIN950
0233 AR8SAKHR706 03e4 KO16TSTSET

0235 ARBARABICMAC 03e6 JA16TSTSET

0236 ARBARABICMACS 0726 JA16EUCFIXED
0237 ARBARABICMACT 0728 JA16SJIISFIXED
024e LA8ISO6937 0729 JA16DBCSFIXED
031d US8BNOOP 0730 KO16KSC5601FIXED
031le WESDECTST 0732 KO16DBCSFIXED
033d JA16VMS 073a ZHS16CGB231280FIXED
033e JA16EUC 073c ZHS16GBKFIXED
033f JA16EUCYEN 073d ZHS16DBCSFIXED
0340 JA16SJIS 0744 ZHT32EUCFIXED
0341 JA16DBCS 0747 ZHT32TRISFIXED
0342 JA16SJISYEN 0748 ZHT16DBCSFIXED
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0343 JA16EBCDIC930 0749 ZHT16BIG5FIXED

The Oracle character set IDs shown in Table 3-2 and used in the Char act er Converter class
files are the hexadecimal values for the character set IDs. For more information on using NLS,
see the Oracle8i National Language Support Guide, which is available on the Oracle Technology
Network (OTN).

Now that you understand how to gather your applet's files into an archive, we can begin our
discussion about the restrictions a browser places on an applet's ability to make a database
connection and the options available to work around these restrictions.

3.4 Getting Around the Sandbox

Applets run in a JVM in your browser. For security reasons, applets, by default, run with restricted
access to your computer's local resources. This restricted access to your computer's local
resources, or " sandbox" as it is affectionately (sometimes not-so-affectionately) called, limits an
applet's ability to contact other computers over the network. The rule is that applets are limited to
opening sockets, or network connections, only to the host from which they are downloaded. In
effect, this limits any applet to connecting to a database only on the same host from which it was
downloaded. If your database is installed on the same host as your web server, then this does not
pose a problem, but often, databases reside on a host of their own. When the latter is the case,
there are two ways you can work around this limitation using JDBC. The first is to use Oracle's
Connection Manager. The second is to get socket permissions for your applet.

If you try to connect to a database on a host other than the source of the applet, you'll get a
security exception. For example, the following is a security exception received from Internet
Explorer while running the applet named Test Appl et :

init( ): loading OracleDriver for applet created at 2000-09- 30

19: 20: 21. 606

init( ): getting connection

com ns. security. SecurityExcepti onEx[ Test Appl etlnitDestroy.i nit]: cannot
connect to

"dssnt 01"

Here is the same exception obtained from Netscape Navigator:

init( ): loading OracleDriver for applet created at 2000-09- 30

19: 22: 33. 576

init( ): getting connection

net scape. security. Appl et SecurityException: security.Couldn't connect to
"dssnt 01"

with origin from'dssw2k01l'.

Let's continue our discussion by looking at how to get around this restriction by using Oracle's
Connection Manager.

3.4.1 Using Connection Manager

Connection Manager is a lightweight, highly scalable, middle-tier program that receives and
forwards Net8 packets from one source to another. When Connection Manager resides on the
same host as a web server, an applet can get around the network connection restriction of the
sandbox by making a connection to Connection Manager, which will in turn forward any Net8
requests on to the appropriate database listener. As | stated in Chapter 2, you can classify the
combined use of Oracle's Thin driver together with Connection Manager as a Type 3 driver. To
use Connection Manager, you must install it on the same host as your applet's web server. Then
you must use a special form of database URL. And you thought we had covered every possible
type didn't you? First, let's cover Connection Manager's installation.
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3.4.1.1 Installing Connection Manager

Installing Connection Manager is a simple process involving the following steps:
1. Install Connection Manager from the Oracle Enterprise Edition original distribution CD.
2. Create a configuration file.
3. Start Connection Manager by executing cnct | start.

Follow your operating system's specific instructions to run the Oracle Universal Installer from the
original distribution CD. You must choose Install and then select a Custom Install. Next, browse
through the uninstalled products list until you find Oracle Connection Manager. Select it and then
proceed through the installation following the instructions on the screen.

After you're done installing Connection Manager, look in your
$ORACLE_HOME\network\admin\sample directory for a file named cman.ora. That file will be a
template of a Connection Manager configuration file. Copy the cman.ora file to
$ORACLE_HOME\network\admin. This will give you a default configuration for Connection
Manager that uses TCP/IP port 1630 for your JDBC connection. Port 1830 will be used for
Connection Manager's administrator program, which is named cmctl. The default configuration
file contains a large number of comment lines. Example 3-3 shows only the uncommented lines
so you can easily see the port number assignments.

Example 3-3. The default Connection Manager configuration file

cman = ( ADDRESS LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=) ( PORT=1630) ( QUEUESI ZE=32))
)

cman_adm n = ( ADDRESS=( PROTOCOL=t cp) ( HOST=) ( PORT=1830))
cman_profile = (paraneter _list=

( MAXI MUM_RELAYS=1024)

(LOG LEVEL=1)

( TRACI NG=yes)

( TRACE_DI RECTORY=C. \ Or acl e\ Or a81\ Net wor k\ Log)

( RELAY_STATI STI CS=yes)

( SHOW TNS_| NFO=yes)

(USE_ASYNC CALL=yes)

( AUTHENTI CATI ON_LEVEL=0)

( REMOTE_ADM N=FALSE)

)

If you need to reconfigure Connection Manager to use a different set of ports, modify the PORT=
item for the crran and crran_admi n listening addresses in your cman.ora file. Remember to use
your new ciran port setting in your JDBC database URL.

Finally, to start Connection Manager, execute the command cntct| st art. Now, your last step
in utilizing Connection Manager is to formulate a database URL.

3.4.1.2 Formulating a database URL for Connection Manager

When you formulate a database URL for Connection Manager, you're essentially combining an
address to Connection Manager with an address to a database. You will use Oracle's Net8
Transparent Network Substrate (TNS) keyword-value syntax to pass two addresses to the Thin
driver -- the Net8 keyword-value syntax is the only means of specifying more than one address in
a URL. The first address will be for the web server host. The second will be for your target
database. Since the second address is for a database, it will also specify an Oracle SID.
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Formulating a database URL for Connection Manager is where most of the problems using
Connection Manager occur. For the most part, a URL for Connection Manager has the same
general format as you saw in Chapter 2:

j dbc: oracl e: t hi n: @lat abase

When you're connecting through Connection Manager, the database portion of the URL takes on
the following form:

(description=(address_|ist=

(addr ess=(protocol =t cp) (host =webhost) (port=1630))

(addr ess=(protocol =t cp) (host =orahost) (port=1521)))

(source_route=yes) (connect data=(sid=orasid)))

which breaks down as:
webhost

The TCP/IP address, or DNS alias, for your web server's host.
1630

The Connection Manager port number specified in cman.ora. 1630 is the default value.
or ahost

The TCP/IP address, or DNS alias, for your target database's host.
1521

The Net8 listener port number as specified in the listener.ora file on your database
server. 1521 is the default listener port.

orasid

The Oracle SID for your target database.

For example, if your web server's alias is dssw2k01, your database server's alias is dssnt01, and
your database SID is dssora01, then you should use the following Connection Manager URL:

jdbc:oracle:thin: @

(description=(address |ist=

(addr ess=(protocol =t cp) (host =dssw2k01) ( port =1630))
(addr ess=(protocol =tcp) (host =dssnt 01) (port=1521)))
(source_rout e=yes) (connect _dat a=(si d=dssorall)))

Modify the connection statement of Test Appl et from Example 3-1 to incorporate this new
URL, and the resulting statement will look like this:

conn = Driver Manager. get Connecti on(
"jdbc:oracle:thin:" +
"@description=(address_|ist=" +
"(address=(protocol =t cp) (host =dssw2k01) (port=1630))" +
"(address=(protocol =tcp) (host =dssnt 01) (port=1521)))" +
"(source_route=yes)" +
"(connect dat a=(si d=dssoral0l)))","scott","tiger");

Connection Manager can also be used as a connection concentrator or as a firewall. Multiple
Connection Manager addresses can be specified prior to your database server address and SID
to create a chain of Connection Manager connections. In other words, you can route a connection
through any number of Connection Manager instances. For more information on Connection
Manager installation, configuration, and use, see Oracle's Net8 Administrator's Guide, which is
available on the OTN, or Oracle Net8 Configuration and Troubleshooting, by Hugo Toledo and
Jonathan Gennick (O'Reilly).
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If you think using Connection Manager sounds like a lot of work, wait until you learn about the
other workaround option: getting socket permissions.

3.4.2 Getting Socket Permissions

In Java, a socket is the object used to make a TCP/IP connection. Therefore, when a JDBC
driver makes a connection to a database it uses a socket object. Since an applet's permissions
to operating-system resources are typically restricted, using a socket on a host other than the one
from which the applet was downloaded is not allowed. Some arrangement must be made to
remove this restriction in order to make a remote database connection. Often, documentation on
this subject states that all you need to do is sign your applet to get socket permissions. That's an
oversimplification. In JDK 1.1, the idea was that a signed applet would run with all the same
privileges as an application. However, the implementation didn't strictly follow that idea. Instead,
in Netscape Navigator you had to use the Net scape. securi t y package and enable

Uni ver sal Connect . Enabling Uni ver sal Connect caused the browser to prompt the user to
accept the extended privileges required to use Java sockets. Unfortunately, even if you did go
through all the work of adding the Net scape. securi ty code to your applet, you soon found
that it didn't work, because there's a bug in the package that prevents an applet from getting
socket permissions. With Internet Explorer, you could set privileges under View —2Internet
Options for both unsigned and signed applets. That worked, but then you had a single browser
solution. So how do you get socket permissions to work for a larger browser audience? The
solution is to use the Java 1.2 (or higher) browser plug-in, a little JavaScript, and a security policy
entry for socket permissions. And no, you don't have to sign your applet.

Signing your applet will provide your applet's user with the peace of mind of knowing that it's from
you and has not been tampered with. Signing can be used as a basis for setting up a security
policy, but the actual policy is what will determine whether your applet will be able to make a
connection to a database that resides on a host other than the host from which your applet was
downloaded.

3.4.2.1 Java 2 security policies

The Java 2 platform allows you to set up a security policy by code base, which is the URL from
which your applet is downloaded; by signed by, which is the certificate alias in your key store
database in conjunction with signing your applet; or by both. If you set up a policy for a particular
code base, you have the following options to control the scope of that policy:

You can name a specific class, zip, or jar file in your code base URL.

You can end your code base URL with an asterisk (*) and thus apply the policy to any
applet file in the specified directory.

You can end your code base URL with a dash (-) and thus apply the policy to any applet
file in the specified directory or in any directory underneath the specified directory.

If instead you set up a policy for a particular certificate alias, then the policy will hold for any file
signed with that certificate. Finally, if you use both methods, then not only does the file need to be
signed using the specified certificate, but it also has to reside at the specified code base.

3.4.2.2 Setting up a SocketPermissions policy

In this section, | show you how to add a code base policy for Socket Per ni ssi on, for a target of
the database's host and port combination, and for a connection.

To add a new policy you have one of two choices. You can create a new policy file and add it to
the list of policy files for your plug-in by modifying the policy file URLSs list in the file java.security,
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which is typically located in the c:\Program Files\Javasoft\JRE\1.2\lib\security directory.
Alternatively, you can add a policy to your user.home/.java.policy policy file. Table 3-3 lists the
locations of the latter. Modify java.security if you want the changes to affect all users on a
multiuser system; modify the .java.policy file to affect only a single user.

Table 3-3. Java user policy file directories

Operating system User policy file directory
Window 95 c:\Windows
Window 98 c:\Windows
Windows NT c\WINNT\Profiles\username
Windows 2000 c:\Documents and Settings\username

You can use a text editor to add the security policy to your policy file, but this requires you to
know the policy file's command syntax. You can find the command syntax in the API
documentation for the object in question -- in our case, a Socket Per ni ssi on. Rather than use
a text editor, you can use the Java 2 policy maintenance program: Policy Tool, a GUI-based
application that greatly simplifies specifying a security policy.

Now that you have an overview of how to set up a policy, let's take a look at what is required for
opening a database connection on a host other than the web server from which you downloaded
your applet.

Your applet will need socket permissions in order to establish a remote database connection -- a
term | use to refer to connections made by an applet to a database on a host other than the one
from which the applet was downloaded. To add a socket permissions policy for your applet, start
the Policy Tool by executing the policytool command at the command line. If you have an existing
user policy file, the Policy Tool program will open that file by default when it starts. If you do not
have an existing policy file, don't worry; you'll still be able to make a policy entry, which you can
then save to a new user policy file. When the Policy Tool application starts, it displays the Policy
Tool screen shown in Figure 3-1.

Figure 3-1. The Policy Tool's main screen

I';-. Policy Tool [_ o] x]

Fie Bt

Falicy File | CADocuments and Settingsibalesd! java.policy

Keystore: |

Add Policy Entry Edit Policy Entry Rermove Policy Entry

Click the Add Policy Entry button, and you will be taken to a screen titled Policy Entry, which is
shown in Figure 3-2.
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Figure 3-2. The Policy Entry screen

CodeBasze I hittp ids sw2ki fojdber
SigredBny I

Add Parmission Edit Permission Remaove Parmission

Done | Cancel |

Enter the URL pointing to where your applet resides on the web server into the CodeBase field.
You have three choices as to how you can specify your entry. First, you can type the entire URL,
including the name of the class file, or archive file, containing the applet. This will limit the policy
to only the specified applet or its archive. For example, if you have an applet in an archive file
named TestAppletPolicy.zip, as specified in the applet tag's archive parameter, you can specify a
URL such as the following:

http://dssw2k01/ oj dbc/ Test Appl et Pol i cy. zi p

Your second choice is to specify the policy for any applet located in the last directory of the URL.
Do this by typing an asterisk instead of the applet's name or the archive's filename. For example,
to specify any applet that resides in the ojdbc directory on your web server, you can specify the
following:

http://dssw2k01/ oj dbc/ *

Finally, you can specify that the policy applies to any applet that exists in the last directory of the
URL, or in any directory subordinate to it, by typing a hyphen instead of the filename. For
example, to specify any applet in the ojdbc directory, or in any directory underneath ojdbc, you
can specify:

http://dssw2k01/ oj dbc/ -

You can see in Figure 3-2 that | specified the second choice, using an asterisk after the
directory, so that | can run any applet | create during the development cycle without having to
make multiple policy entries.

After you specify the value for CodeBase, click on the Add Permission button. This will take you
to the screen titled Permissions (shown in Figure 3-3). Click on the Permission drop-down list
box, scroll down, and select SocketPermission. Next, tab to the text field to the right of Target
Name. Here you will enter the DNS Alias, or TCP/IP address, for the database server's host
followed by a colon character and the port number for which you wish to grant socket
permissions. Port 1521 is the typical value for an Oracle database listener. You should just be
able to specify 1521, but this does not work on Windows 2000. Instead, you need to specify
1024- as a workaround, as I've done in Figure 3-3. The 1024- syntax opens up ports 1024 and
higher.

Figure 3-3. The Permissions screen
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Next, click on the Action drop-down list box, scroll down, and select connect. Finally, click on the
OK button to return to the Policy Entry window (Figure 3-2). From there, click on the Done
button. This will bring you back to the Policy Tool window (Figure 3-1). From the Policy Tool
window, select File —>Save As from the menu to get a save dialog. Save the file as .java.policy in
the appropriate user policy directory as specified in Table 3-3. For more detail on the
specifications for Socket Per mi ssi on, consult the JDK 1.2 API Javadoc for the

Socket Perm ssi on class.

At this point, you know how to set up a policy to allow your applet to perform a remote database
connection. You can find more information about Java 2 platform security at
http://java.sun.com/security/index.html or in Java Security by Scott Oaks (O'Reilly). Now
let's see what we can do to make the Java 2 plug-in load for a wide audience of browsers.

3.4.2.3 An adaptive applet tag

If the browser your audience will use can load the Java 2 plug-in, they'll be able to use your
applet to access a remote database. But how do you code your HTML to activate the Java 2 plug-
in? You do so with a rather complex, but effective, use of JavaScript in your HTML file. The
following code was originally taken from
http://java.sun.com/products/plugin/1.2/docs/tags.html with some minor modifications. |
suggest you visit the page at this URL for an explanation of how this JavaScript code works,
including all the gory details.

First, you need to add some JavaScript to the top of your HTML file's body that will determine
whether the browser is Netscape, Internet Explorer, or something else. Here's the code to use:
<l-- The follow ng code is specified at the beginning of the <BODY> tag.
-->

<SCRI PT LANGUAGE="JavaScri pt">

<I--

var _info = navigator.userAgent;

var _ns = fal se;

var _ie = (_info.indexO'("MSIE") > O

&% _info.indexOF("Wn") >0
&% _info.indexOh("Wndows 3.1") < 0);

I-->

</ SCRI PT>

<COMMENT>

<SCRI PT LANGUAGE="JavaScriptl.1">

<I--

var _ns = (navigator.appNane.indexO (" Netscape") >= 0

&& ((_info.indexOr("Wn") >0
&% _info.indexO ("Wnl6") < O
&& j ava.l ang. System get Property("os.version").indexOr("3.5") < 0)
|| _info.indexOF("Sun") > 0));
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[]-->
</ SCRI PT>
</ COVVENT>

Then, for each applet, use the following code. In both the <ENVBED> and <APPLET> tags, replace
code, codebase, and ar chi ve with values appropriate for the applet you are running.

<l-- The follow ng code is repeated for each APPLET tag -->
<SCRI PT LANGUAGE="JavaScri pt">
<l--

if (_ie == true) docunment.witeln(
' <OBJECT ' +

cl assi d="cl si d: 8ADIC840- 044E- 11D1- B3E9- 00805F499D93" ' +
' codebase="http://java. sun.com products/plugin/1.2.2/jinstall-1 2 2-wn.
cab#Version=1,2,2,0" ' +
' align="baseline" ' +

hei ght =" 200" ' +

wi dt h="200" ' +
' ><NOEMBED><XMP>') ;

else if (_ns == true) docunment.witeln(
'<EMBED ' +
type="application/x-java-appl et;version=1.2.2" ' +

pl ugi nspage="http://java. sun. conf product s/ pl ugi n/ 1. 2/ pl ugi n-

install.htm" ' +

' code="

code. cl ass" ' +
codebase="

codebase" ' +

" archive="

archive" ' +

' align="baseline" ' +
hei ght =" 200" ' +
wi dt h="200" ' +

' ot herparans="Add ot her paraneters here" ' +
" ><NOEMBED><XMP>') ;

/]-->

</ SCRI PT>

<APPLET

code="code. cl ass"

codebase="codebase"

ar chi ve="ar chi ve"

al i gn="basel i ne"

hei ght =" 200"

wi dt h="200"

>
</ X\vP>
<PARAM NAME="| ava_code" VALUE="code. cl ass" >
<PARAM NAME="| ava_codebase" VALUE="codebase">
<PARAM NAME="j ava_ar chi ve" VALUE="ar chive">

<PARAM NANME="t ype" VALUE="appl i cation/ x-j ava-
appl et; version=1.2.2">
<PARAM NAME="scri pt abl e" VALUE="true" >

<PARAM NANME=" ot her par ans" VALUE="Add ot her paraneters here">
No JDK 1.2 support for APPLET!

</ APPLET>

</ NOEMBED>

</ EMBED>

</ OBJECT>
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This JavaScript/HTML code launches the Java 2 plug-in using the <ENVBED> tag for Netscape and
the <OBJECT> tag for Internet Explorer. The <APPLET> tag is used for any other browser, so
long as that browser supports Java 2 (Opera, for example).

3.4.2.4 An applet to test our SocketPermissions policy

We could use Test Appl et , introduced earlier in the chapter, to test our applet's security policy,
but instead, let's use a slightly modified applet, Test Appl et Pol i cy, along with a slightly
modified version of the <APPLET> tag we just covered to help clarify how the browser is loading
the Java 2 plug-in. The applet modification is this: just after thei ni t ( ) method declaration I've
added a call to the Syst em out . print| n( ) method, passing the applet parameter

ot her par ans:

public void init( ) {
System out. println(get Paramneter ("ot herparans"));
try {

We'll use the following HTML document to test our applet policy. In the HTML I've added a
snippet of Javascript to conditionally specify the value of the ot her par ans parameter:

<htm >
<head>
<title>Test an Applet's access to Sockets using Java 2 Policies</title>
</ head>
<body>

<l-- The follow ng code is specified at the beginning of the <BODY> tag.
-->

<SCRI PT LANGUAGE="JavaScri pt">

<I--

var _info = navigator.userAgent;

var _ns = fal se;

var _ie = (_info.indexO'("MSIE") > O

&& _info.indexOF("Wn") >0
&& _info.indexd ("Wndows 3.1") < 0);

[l-->

</ SCRI PT>

<COMVENT>

<SCRI PT LANGUAGE="JavaScriptl.1">

<I--

var _ns = (navigator.appNane.indexO (" Netscape”) >= 0

&& ((_info.indexOr("Wn") > 0
&& _info.indexO ("Wnlé") < O
&& java.l ang. System get Property("os.version").indexOr("3.5") < 0)
|| _info.indexOF("Sun™) > 0));

[]-->
</ SCRI PT>
</ COMVENT>
<l-- The follow ng code is repeated for each APPLET tag -->
<SCRI PT LANGUAGE="JavaScri pt">
<l--
if (_ie == true) docunent.witeln(
' <OBJECT ' +

" classid="cl sid: 8BAD9C840- 044E- 11D1- B3E9- 00805F499D93" ' +
' codebase="http://java. sun.com products/ plugin/1.2.2/jinstall-1_2_ 2-w n.
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cab#VérS|on 1,2,2,0" ' +
al i gn=" basellne '+
hei ght="20" ' +
wi dt h="750" ' +

' ><NCEMBED><XMP>' +

' <PARAM NAME=" ot her par ans" VALUE="Appl et | aunched with OBJECT">');

else if (_ns == true) docunment.witeln(
'"<EMBED ' +
type="application/x-java-appl et;version=1.2.2" ' +

pl ugi nspage="http://java. sun. coni product s/ plugin/1.2/plugin-
install.htm"™ ' +
' code=" TestAppIetPoI|cy class" ' +

codebase="
ar chi ve=" TestAppIetPollcy.Z|p o+
' align="baseline" ' +

" height="20" "' +
" w dth="750" ' +
ot her par ans="Appl et | aunched with EMBED"' ' +

' ><NOEMBED><XMP>');
[-->

</ SCRI PT>

<APPLET

code="Test Appl et Pol i cy. cl ass"

codebase="."

ar chi ve="Test Appl et Pol i cy. zi p"

al i gn="basel i ne"

hei ght =" 20"

wi dt h="750"

>

</ X\mP>

<PARAM NAME="| ava_code" VALUE="Test Appl et Pol i cy. cl ass" >
<PARAM NAME="| ava_codebase" VALUE=".">

<PARAM NAME="| ava_ar chi ve" VALUE="Test Appl et Policy. zi p">

<PARAM NANME="t ype" VALUE="appl i cation/ x-j ava-
appl et; version=1.2.2">

<PARAM NAME="scri pt abl e" VALUE="true" >

if (_ie == true) docunment.witeln(

' <PARAM NANME=" ot her par ans" VALUE=" Appl et | aunched with OBJECT">');
el se

document . wri t el n(

' <PARAM NANME=" ot her par ans" VALUE=" Appl et | aunched with APPLET">');
No JDK 1.2 support for APPLET!!

</ APPLET>

</ NCEMBED>

</ EMBED>

</ OBJECT>

</ body>
</htm >

Torun Test Pol | cyAppl et and test your security policy, follow these steps:
1. Compile Test Pol i cyAppl et .

2. Add TestAppletPolicy.class to a copy of the classes12.zip file renamed
TestPolicyApplet.zip.
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3. Place the HTML code in the same directory as the applet archive.
4. Create a policy as previously outlined but use the URL for your web server.

Now open the URL in your browser and you should get a message like this:
Hel |l o Scott

If you're using Netscape Navigator or Internet Explorer and have the plug-in set to show the Java
console, the Java 2 Plug-in console will have opened, and you should be able to see a line such
as one of the following:

"Appl et launched with OBJECT" (Internet Explorer)
"Appl et launched with EVMBED' (Navi gator)
"Appl et launched with APPLET" (Java 2 conpati bl e browsers, e.g. Qpera)

If the Java console didn't show for Navigator or Internet Explorer, run the Java 2 Plug-in Control
Panel, select Show Java Console, close and reopen your browser, and try again. If you're using
Opera, select the Window —>Special Window =2 Java Console menu item to open the Java
Console. There are several valuable pieces of information available from the Java Console. First,
Netscape Navigator and Internet Explorer's Java 2 Plug-in console reports the user home
directory. You can use this information to verify that you put the policy in the correct file. Second,
you can see the name of the class or archive file that was opened. This helps you troubleshoot
the value you specify for CodeBase in the policy file.

o

You can find a complete online reference for the Java 2 plug-in at
ol . http://java.sun.com/products/plugin/1.2/docs/index.docs.html.

et

As I've discussed, Java's implementation of the sandbox prevents your applet from opening a
socket to make a database connection on a remote database. In the next section, we will see
another security device, a firewall, that may also prevent your Java applet from establishing a
database connection.

3.5 Establishing a Connection Through a Firewall

Another constraint that you may have to deal with when accessing a remote database is the use
of firewalls. Firewalls allow only desirable connections between networks. This means that under
normal circumstances, a firewall will prevent your applet from connecting to a database located
on the other side of the firewall. The solution to this problem is to use a firewall that supports
Net8. Additionally, you need to use yet another special form of the Net8 connection string.

3.5.1 Configuring a Firewall for Net8

Firewalls use a set of rules to determine which clients can connect through them. These rules are
based on a client's hostname, DNS alias, or IP address. A firewall goes through several steps to
determine whether to allow an applet to connect and compare a client's hosthame against its set
of rules. If a match is not found, the firewall extracts the IP address of a client and compares it
with the rules. Since an applet has restricted access to the local system, the JDBC Thin driver
cannot get the name of its host to pass in its connection request. You must, therefore, configure a
firewall to allow connections from the applet's IP address.

—a— You must also never allow the hostname | dbc  to be
used in a firewall's set of rules. This literal has been coded
into Net8-compatible firewalls to force the lookup of the IP
address. If you inadvertently add this hostname to a firewall's
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set of rules, any Oracle JDBC Thin driver will be able to pass
through the firewall.

You must also take into consideration that your applet may have to use a security policy to
access a remote firewall just as it needed a security policy to enable access to a remote
database. The only difference is the port you specify when you set up your socket permissions. If
the firewall resides on the same host as your web server, you'll have no problem making a
connection. If it does not, you'll have to use a security policy to give it socket permissions to
access the port on the firewall's server.

3.5.2 Formulating a Firewall Database URL

Similar to how you had to include an address for Connection Manager in the Net8 address string
when formulating a database URL to pass through Connection Manager, you'll need to include an
address string for your firewall host when making a connection through a firewall. Once again,
you will use Oracle's Net8 TNS keyword-value syntax to pass two addresses to the Thin driver.
This time, the first address will be for the firewall host; the second will be for your target database.
Since the second address is for a database, it will also have an Oracle SID. The resulting
database URL still has the same format we have been using all along:

j dbc: oracl e: t hi n: @lat abase

When you're connecting through a Net8 compliant firewall, the dat abase portion of the URL
takes on the following form:

(description=(address_|ist=

(address=(protocol =tcp) (host=firewal | host) (port=1610))
(addr ess=(protocol =tcp) (host =orahost) (port=1521)))
(source_route=yes) (connect data=(sid=orasid)))

which breaks down as:
firewal | host
The TCP/IP address, or DNS alias, for your firewall server
or ahost
The TCP/IP address, or DNS alias, for your target database server
orasid
The Oracle SID for your target database
For example, if your firewall server's alias is dssw2k01, your database server's alias is dssnt01,

and your Oracle SID is dssora01, then your firewall URL would look like this:

jdbc:oracle:thin: @

(description=(address |ist=

(addr ess=(protocol =tcp) (host =dssw2k01) ( port=1610))
(address=(protocol =tcp) (host =dssnt 01) (port=1521)))
(source_rout e=yes) (connect _dat a=( si d=dssora0l)))

For more information on formulating a firewall database URL, see Oracle's Net8 Administrator's
Guide or Oracle Net8 Configuration and Troubleshooting, by Hugo Toledo and Jonathan Gennick
(O'Reilly).

3.5.3 Net8-Compliant Firewalls

Net8 is supported by several firewall vendors. To save you some time, I've compiled a list of
firewall vendors who state in their documentation that they support Net8. This list includes only
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vendors whose documentation is available on the Internet. The list is shown in Table 3-4 and
consists of the vendor's name, the name of their firewall product, and one or more URLs at which
you can find additional information. In addition, the Firewall Report is an excellent source of
information. It's available for a subscription fee at http://www.outlink.com/ and contains
detailed information on almost every firewall product available.

Table 3-4. Firewall vendors that support Net8

Vendor Product URL
Cisco Cisco PIX . . . . -
Systems Firewall http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/index.htm
Cisco I0S . . . .
Firewall http://www.cisco.com/univercd/cc/td/doc/product/software/index.htm
http://www.checkpoint.com/products/firewall-1/index.html
Check Point |Firewall-1
http://www.checkpoint.com/products
BorderWare

Technologies

BorderWare

http://www.borderware.com/newsite/products/fw/fwserver.html

WatchGuard
Technologies

WatchGuard

http://www.watchguard.com/support/interopapps.asp

Lucent VPN . . . . .

Technologies |Firewall http://www.lucent.com/ins/library/pdf/datasheets/VPN_Firewall Family Da
Lucent
Managed  |http://www.lucent-
Firewall networkcare.com/consulting/services/datasheets/managed_firewall serv.as
Services

SLM

(formerly )

Milky-Way SecurlT http://www.slmsoft.com

Networks)

Sun SunScreen

Microsystems

Secure Net

http://www.sun.com/software/securenet

3.6 Guidelines for Choosing a Workaround

Now that you understand the connection restrictions that JDBC applets face, let's discuss the
best time to use each solution.

For an intranet-based application, Connection Manager is your easiest solution. If an applet will
be used solely on your internal network, common sense dictates that there is probably no need to
go through the additional work of signing your applets to establish trust, for you know who has
created them, and you implicitly trust the individuals that work for your organization. In addition,
and for the same reason, there is no need to set up a security policy to restrict the applet's
access to a specified resource. By using Connection Manager, you do not need to go through
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either of these steps to establish a remote connection, thereby saving you the costs of signing
your applets and administering local policy on each user's desktop.

On the other hand, for an Internet-based application, you will want the signed applet to verify a
trust chain and to force the use of a security policy to restrict the applet's access to local
resources. As an end user of an Internet-based applet, you'll want to verify that the applet is from
the source you trust and prevent the applet from accessing any restricted resources. In addition,
you may be required to pass through a firewall to access a remote database, in which case the
applet's signer will need to use the firewall URL syntax to establish a remote database connection
through your firewall and the signer's firewall.

Now that you are aware of the special considerations of establishing a connection in an applet,
let's move on to those for servlets in Chapter 4.

Chapter 4. Servilet Database Connections

In this chapter, we'll explore issues that are specific to using JDBC with servlets. Unlike applets,
servlets can use the OCI driver as well as the Thin driver. Like applets, servlets have a distinct life
cycle that will impact your selection of a connection strategy. Let's begin our exploration by
examining your driver choices when developing servlets.

4.1 Oracle Driver Selection

With servlets, you can use either the OCI driver or the Thin driver. As is the case when
developing applications, | recommend you use the Thin driver unless one of the following
considerations applies to your work:

You make heavy use of stored procedures.
You have the ability to make a Bequeath connection to the database.

For most practical purposes, the Thin driver is just as fast as the OCI driver. One exception is
when you execute stored procedures. When stored procedures are invoked, the Thin driver can
take up to twice as long as the OCI driver to execute a call. What does this mean in terms of
response time? If it typically takes half a second for the OCI driver to make a stored-procedure
call, then it will take the Thin driver one second. That's not much of a problem if you make only
one stored-procedure call for each call you make to your servlet. The situation changes, however,
if you make multiple stored-procedure calls for each call to your servlet. In such a case, your
response time can deteriorate quickly. In our scenario, three stored-procedure calls will lead to a
three-second delay. So if your servlets typically make several calls to stored procedures, you
should consider using the OCI driver.

The other reason to use the OCI driver is to allow your servlet to make a Bequeath connection to
the database. Using the Bequeath protocol results in a direct connection to a dedicated server
process that allows your servlet to communicate directly with the Oracle8i database. You bypass
the Net8 listener process and eliminate the layer of software associated with TCP/IP.
Consequently, a Bequeath connection can result in a significant gain in response time as
opposed to a TCP/IP connection. Bequeath connections, however, can be made only in one
situation -- your servlet container and your database must reside on the same host.

Now that you understand your options for selecting an Oracle driver for servlet development, let's
examine the life cycle of a servlet to see how it will affect your strategy for making a connection.

4.2 Servlet Connection Strategies
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From a programmer's perspective, a servlet has three stages to its life cycle. They are defined by
the following three methods, or types of methods:
init( )

This method is normally used to perform any initialization that should take place only

once in the lifetime of the servlet. The i ni t () method is invoked automatically before
any of the servlet's doXXX( ) methods can be called.

doXXX()

The various do methods -- doGet (), doDel ete( ), doPost ( ),anddoPut ( ) --
are called as needed by web users to satisfy their dynamic content and form processing
needs.

destroy()

This method is called just before the servlet container removes the servlet from memory,
which typically happens when the servlet container itself is shutting down.

Given the life cycle described here, you have four strategies for making a database connection.
The differences between these strategies hinge on when the connection is made and on whether
connections are shared between servlets. The four strategies are:

Per-transaction connection

You load the Oracle JDBC driver in the servlet'si ni t ( ) method, open a connection at
the beginning of each doXXX( ) method, and close that connection at the end of each
doxXXX( ) method.

Dedicated connection

You use a combination of the i ni t ( ) and destroy( ) methods, whereby you load
the driver and open a connection inthe i ni t () method, and then close that connection
inthe destroy( ) method. As a result, the servlet uses one connection that remains
open during the servlet's entire lifetime and is shared by all users of the servlet.

Session connection

You load the Oracle JDBC driver inthe i ni t () method, but you don't open a
connection until the beginning of the first doXXX( ) method. You then store that
connection in an HTTP Sessi on object, from which it can be retrieved and used by other
doXXX( ) method calls invoked by the same user session.

Cached connection

You use a connection pool to minimize the total number of connections that are open at
any one time. At the beginning of each doXXX( ) method, you allocate a connection
from the connection pool for use while the method executes then return that connection
to the pool at the end of the doXXX( ) method.

Let's start a more detailed examination of these methods by looking first at the per-transaction
connection strategy.

4.2.1 A Per-Transaction Connection

The per-transaction connection strategy is the kind of connection that most CGI programs use,
and it's the least efficient of the four strategies. The Oracle JDBC driver is loaded once in the
init( ) method. While the servlet is in operation, a new database connection is created at the
beginning of each doXXX( ) method and is closed at the end of each doXXX( ) method. This
model for managing connections is inefficient, because database connections are costly to create
in terms of both response time and system resources. As a result, connecting to a database is a
time-consuming process for the servlet. In addition, because connection creation is a costly
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process for the database, frequent connecting and disconnecting will impact the response time of
other database users. Regardless of all this, there may be cases where such an approach is
justified. Example 4-1 shows a servlet that uses a per-transaction connection.

Example 4-1. A one-connection-per-transaction servlet

i mport java.io.*;

i mport java.sql.*;

i mport javax.servlet.*;

i mport javax.servlet.http.*;

public class Transacti onConnectionServl et extends HttpServlet {

public void init(ServletConfig config)
throws Servl et Exception {
super.init(config);
try {
/1 Load the driver
Class.forNane("oracle.jdbc.driver.Oacl eDriver").new nstance( );

}
catch (C assNot FoundException e) {
t hr ow new Unavai | abl eExcepti on(
"TransactionConnection.init( ) C assNotFoundException: " +
e. get Message( ));

catch (111 egal AccessException e) {
t hr ow new Unavai | abl eExcepti on(
"TransactionConnection.init( ) Illegal AccessException: " +
e. get Message( ));

catch (Instantiati onException e) {
t hr ow new Unavai | abl eExcepti on(
"TransactionConnection.init( ) InstantiationException: " +
e. get Message( ));
}
}

public void doGet (
Ht t pSer vl et Request request, HttpServl et Response response)
throws | OException, ServletException {

response. set Content Type("text/htm");

PrintWiter out = response.getWiter( );
out.println("<htm >");

out. println("<head>");

out.println("<title>A Per Transacti on Connection</title>");
out.println("</head>");

out. println("<body>");

Connecti on connection = null;
try {
/'l Establish a connection
connection = Driver Manager . get Connecti on(
"jdbc:oracle:thin: @ssw2k01: 1521:orcl ", "scott", "tiger");
}
catch (SQ.Exception e) {
t hrow new Unavai | abl eExcepti on(
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"Transacti onConnection.init( ) SQ.Exception: " +
e. get Message( ));

}

Statenment statenent = null;
ResultSet resultSet = null;
String userName = null;
try {

/'l Test the connection
statenent = connection.createStatenment( );
resul tSet = statenent.executeQuery(
"select initcap(user) fromsys.dual");
if (resultSet.next( ))
userName = resultSet.getString(1);

}
catch (SQLException e) {
out.println(
"Transacti onConnection.doGet( ) SQLException: " +
e. get Message( ) + "<p>");

}
finally {
if (resultSet !'= null)
try { resultSet.close( ); } catch (SQ.Exception ignore) { }
if (statenment !'= null)
try { statement.close( ); } catch (SQ.Exception ignore) { }
}
if (connection !'= null) {

/1 C ose the connection
try { connection.close( ); } catch (SQLException ignore) { }

}

out.println("Hello " + userNane + "!<p>");
out.println("You' re using a per transaction connection!<p>");
out.println("</body>");
out.println("</htm >");
}

public void doPost (
Ht t pSer vl et Request request, HttpServl et Response response)
throws | CException, ServletException {
doGet (request, response);
}

}

When the servlet shown in Example 4-1 is loaded into a servlet container, the i ni t ( ) method
is called before any of the doXXX( ) method requests are processed. This is standard behavior
for any servlet. In this servlet, Tr ansact i onConnecti onServl et ,theinit( ) method first
passes the conf i g object on to its parent class. Next, it loads the Oracle driver using the
Class. forNanme().new nstance( ) method. Using this form of the Cl ass. f or Nane( )
method guarantees you compatibility with noncompliant JVMs but at the cost of having to catch
two additional exception types: | | | egal AccessException and | nstanti ati onExcepti on.
As the servlet operates, whenever a doCGet () or doPost () method is called, a new database
connection is opened, the database is queried as needed, and the connection is closed. This is
simple, and often effective, but can be an inefficient method for managing connections.

Our next method, a dedicated connection, is somewhat more efficient, so let's take a look at it.
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4.2.2 A Dedicated Connection

Of the four strategies, the dedicated connection is the most costly in terms of the number of
simultaneous database connections. Remember that a dedicated connection is opened when a
servlet is initialized and closed when the servlet is destroyed. A dedicated connection remains
open during the entire lifetime of a servlet and is dedicated to just that one servlet.

There are three drawbacks to a dedicated connection:

You need a database connection for every JDBC servlet instance that is active in your
servlet container. This may not really be that much of a drawback, because Oracle claims
that its database is very efficient at handling many simultaneous connections.

Since the connection will be shared with every user of the servlet, a transaction cannot
span multiple calls to the servlet's doXXX( ) methods. This means that you cannot
provide a user with several forms in a row, using several servlets, and commit all the
user's database changes after the last of those forms has been filled out. You instead
have to commit a user's input for each form as it is submitted.

Because the Oracle Connect i on class's methods are synchronized, only one invocation
of any given method is allowed at any one time. You will experience a processing
bottleneck when multiple invocations of the do>XXX( ) methods attempt to use the
connection at the same time. The doXXX( ) methods will have to wait their turn for
access to the Connect i on class's synchronized methods.

Example 4-2 shows a sample servlet that uses a dedicated connection.

Example 4-2. A dedicated connection servlet

i mport java.io.*;

i mport java.sql.*;

i mport javax.servlet.*;

i mport javax.servlet.http.*;

public class Dedi cat edConnecti onServl et extends HtpServlet {
Connecti on connecti on;
| ong connect ed;

public void init(ServletConfig config)
throws Servl et Exception {
super.init(config);
try {
/1l Load the driver
Cl ass.forNane("oracl e.jdbc.driver.OracleDriver™").new nstance( );

catch (C assNot FoundException e) {
t hrow new Unavai | abl eExcepti on(
"Dedi cat edConnection.init( ) C assNot FoundException: " +
e. get Message( ));

catch (Il egal AccessException e) {
t hrow new Unavai | abl eExcepti on(
"Dedi cat edConnection.init( ) Illegal AccessException: " +
e. get Message( ));
}
catch (Instantiati onException e) {
t hrow new Unavai | abl eExcepti on(
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"Dedi cat edConnection.init( ) InstantiationException: " +
e. get Message( ));
}

try {
/1l Establish a connection

connection = Driver Manager. get Connecti on(
"jdbc:oracle:thin: @ssw2k01: 1521: orcl ™, "scott", "tiger");
connected = SystemcurrentTimreMIlis( );

}
catch (SQ.Exception e) {
t hrow new Unavai | abl eExcepti on(
"Dedi cat edConnection.init( ) SQ.Exception: " +
e. get Message( ));
}
}

public void doGet (
Ht t pSer vl et Request request, HttpServl et Response response)
throws | OException, ServletException {

response. set Content Type("text/htm ");

PrintWiter out = response.getWiter( );
out.println("<htm>");

out. println("<head>");

out.println("<title>A Dedi cated Connection</title>");
out.println("</head>");

out. println("<body>");

St atement statenent = null;
Resul t Set resultSet = null;
String userName = null;
try {

/'l test the connection
statenment = connection.createStatenment( );
resultSet = statement.executeQuery(
"sel ect initcap(user) from sys.dual");
if (resultSet.next( ))
userNanme = resultSet.getString(1);

}

catch (SQ.Exception e) {

out. println(
"Dedi cat edConnection. doGet( ) SQLException: " +
e.get Message( ) + "<p>");

}
finally {
if (resultSet !'= null)
try { resultSet.close( ); } catch (SQ.Exception ignore) { }
if (statenent !'= null)
try { statenment.close( ); } catch (SQ.Exception ignore) { }
}

out.println("Hello
out. println(
"This Servlet's database connection was created on " +
new j ava.util.Date(connected) + "<p>");
out. println("</body>");
out.println("</htm>");

+ userNane + "!<p>");
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}

public void doPost (
Ht t pSer vl et Request request, HttpServl et Response response)
throws | CException, ServletException {
doGet (request, response);
}

public void destroy( ) {

/1l O ose the connection

if (connection !'= null)
try { connection.close( ); } catch (SQLException ignore) { }

}
}

When the servlet shown in Example 4-2 is loaded into a servlet container, thei ni t ( ) method
is invoked. The i ni t () method then loads the Oracle JDBC driver. All this occurs before any
doXXX( ) method requests are processed. So far, this sequence of events is the same as that
for the servlet named Tr ansacti onSer vl et in Example 4-1. In this case, though, the i ni t (
) method also attempts to connect to the database. If the i ni t ( ) method cannot load the
Oracle JDBC driver and establish a connection, it will throw an Unavai | abl eExcepti on. This
will manifest itself as a 503 error in the user's browser.

The doCet () method shown in Example 4-2 uses the database connection to retrieve the
login user's username from the database. It then displays that username in the user's browser
along with the date and time that the connection was established. The database connection will
persist and can be used by other doXXX( ) methods until the servlet is destroyed. You can
verify this by executing the servlet, waiting several minutes, and then executing it again. You'll
notice that the servlet displays the same initial connection time no matter how many times you
execute it. This connection time indicates how long the connection has been open.

When the servlet is unloaded from the servlet container, the dest r oy( ) method is invoked.
The dest roy( ) method in turn closes the dedicated connection.

The dedicated connection strategy yields an improvement in response time efficiency over the
per-transaction connection strategy because the connection is already open, but it requires many
more simultaneous database connections. This is because you must have a dedicated
connection for every servlet that accesses the database. In even a small application, this can be
hundreds of connections.

The next strategy we will discuss -- the session connection strategy -- improves response time by
removing the bottleneck of a single connection object. It also resolves the transaction boundary
problem. However, all this is still at the cost of many simultaneous database connections.

4.2.3 A Session Connection

If your servlet is part of a larger application that calls for a connection that is dedicated to a
particular user, then a session connection is your best option. The session connection strategy is
similar to that used for an application client -- the connection is opened at the beginning of the
program and closed when the application is closed. In the case of servlets, a connection is
established the first time a particular user calls a servlet requiring a connection. The connection
then remains open until the user's session expires.

For example, suppose you are writing a servlet that is part of a human resources application. Due

to the highly confidential nature of HR data, and because you need to keep an audit trail of who
makes changes to the data, you may decide that you cannot use a dedicated connection as we
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did in the previous section. Remember that a dedicated connection is shared by all users of a
servlet. In this case, to ensure that each session gets its own connection, you can open a
connection for a given username and store that connection in an HTTP session object. The
session object itself will be available from one HTTP transaction to the next, because a reference
to it will be stored and retrieved by your browser using cookies. This functionality is handled
automatically by the Ht t pSer vl et class as per the servlet API specification. Since the reference
for the database connection will be stored in the user's session object, the connection will be
available to all servlets invoked by the user's session. Example 4-3 demonstrates one way to
implement a session connection strategy.

Example 4-3. A session connection servlet

i mport java.io.*;

i mport java.sql.*;

i mport javax.servlet.*;

i mport javax.servlet.http.*;

public class Login extends HttpServlet {

public void init(ServletConfig config)
throws Servl et Exception {
super.init(config);
try {
/'l Load the driver
Cl ass. forNane("oracl e.jdbc.driver.OacleDriver"). newl nstance( );

catch (C assNot FoundException e) {
t hrow new Unavai | abl eExcepti on(
"Login init() C assNot FoundException: " + e.getMessage( ));
}
catch (Il egal AccessException e) {
t hrow new Unavai | abl eExcepti on(
"Login init() Illegal AccesskException: " + e.getMessage( ));
}
catch (Instantiati onException e) {
t hrow new Unavai | abl eExcepti on(
"Login init() Instantiati onException: " + e.getMessage( ));
}
}

public void doGet (
Ht t pSer vl et Request request, HttpServl et Response response)
throws | CException, ServletException {

response. set Content Type("text/htm ") ;
PrintWiter out = response.getWiter( );
out.println("<htm >");
out.println("<head>");
out.println("<title>Login</title>");
out.println("</head>");

out. println("<body>");

Ht t pSessi on session = request.getSession( );
Connecti on connection =
(Connecti on)session.getAttribute("connection");
if (connection == null) {
String userNane = request. get Paraneter("usernane");
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String password = request. get Paraneter("password");

if (userNane == null || password == null) {
/1 Pronpt the user for her username and password
out.println("<formnethod=\"get\" action=\"Login\">");
out.println("Please specify the following to log in:<p>");

out.println("Usernanme: <input type=\"text\" " +
"name=\"usernane\" size=\"30\"><p>");
out.println("Password: <input type=\"password\" " +

"name=\"password\" size=\"30\"><p>");
out.println("<input type=\"subnmit\" val ue=\"Login\">");
out.println("</fornp");

el se {
/1l Create the connection
try {
connection = Driver Manager. get Connecti on(
"jdbc:oracl e:thin: @ssw2k01: 1521: orcl ", userNane, password);

}
catch (SQ.Exception e) {

out.println("Login doGet() " + e.getMessage( ));
}

if (connection != null) {
/1 Store the connection
session.setAttribute("connection", connection);
response. sendRedi rect ("Logi n");
return;
}
}
}
el se {
String | ogout = request.getParaneter ("l ogout");
if (logout == null) {
/1l Test the connecti
St at ement st at enent
Resul t Set result Set
String user Name
try {
statenment = connection.createStatenent( );
resul t Set = statenent. execut eQuery(
"select initcap(user) from sys.dual");
if (resultSet.next( ))
userNanme = resultSet.getString(1);

o

n
nul | ;
nul | ;
nul | ;

}
catch (SQ.Exception e) {

out.println("Login doGet() SQ.Exception: " + e.getMssage( )
+ "<p>");

finally {
if (resultSet !'= null)
try { resultSet.close( ); } catch (SQ.Exception ignore) { }
if (statement != null)
try { statenent.close( ); } catch (SQ.Excepti on ignore) { }

out.println("Hello " + userNane + "!<p>");

out.println("Your session IDis " + session.getld( ) + "<p>");
out.println("lt was created on " +

new java.util.Date(session.getCreationTine( )) + "<p>");
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out.println("It was |ast accessed on +

new java. util.Date(session. getlLast AccessedTine( )) + "<p>");
out.println("<formnethod=\"get\" action=\"Login\">");
out.println("<input type=\"submt\" name=\"I|ogout\" " +

"val ue=\"Logout\">"
out.println("</fornp");

}
el se {
/'l C ose the connection and renove it fromthe session
try { connection.close( ); } catch (SQLException ignore) { }
sessi on.renoveAttri bute("connection");
out.println("You have been | ogged out.");
}

out.println("</body>");
out.println("</htm>");
}

public void doPost (
Ht t pSer vl et Request request, HttpServl et Response response)
throws | OCException, ServletException {
doGet (request, response);
}

}

As in the previous examples, the i ni t () method is called before any of the doXXX( ) method
requests are processed. In this servlet, the i ni t () method loads the Oracle JDBC driver using
the Cl ass. for Nane() . newl nst ance( ) method. If the Logi n servlet cannot load the Oracle
JDBC driver, it throws an Unavai | abl eExcepti on.

When a user executes the servlet's doCGet () method, the following sequence of events occurs:

1. Arequest object is implicitly passed as part of the Hi t pSer v| et class's normal
functionality.

2. The doCGet ( ) method then uses the Hi t pSer vl et Request object's get Sessi on( )
method to get the current Ht t pSessi on object. If no current Ht t pSessi on object
exists, the get Sessi on( ) method automatically creates a new one.

3. The doCet ( ) method invokes the Ht t pSessi on object's get Attri but e( ) method
in order to get the Connect i on object for the session. If no Connect i on object exists,
get Attribute( ) returnsanull If aConnecti on object does exist, control goes to
step 7.

4. Ifthe doCet () method sees that the Connect i on object is null, it will then check to
see whether the user has passed a username and password as parameters of an HTML
form.

5. If username and password values are found, the doCGet () method uses those passed
values to log into the database and create a new database connection. Because this is a
sample program, control is then redirected back to the Logi n servlet to show the user its
Ht t pSessi on information.

6. If no username and password parameters are found, the doCGet () method creates an

HTML form to prompt the user for that information. When the user enters the username
and password into the form and then submits it, the Logi n servlet is called once again.
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7. IfaConnecti on object does exist for the session, the doGet () method tests to see if
the user has passed a parameter named | ogout as part of an HTML form.

8. If alogout parameter has been passed, the doGet () method closes the database
connection, removes the reference to that connection from the session object, and
displays a logged out verification message.

9. If a connection exists, and no | ogout parameter has been passed, the doGet ( )
method uses the connection to retrieve the database username from the database. It
then displays information about the user's session.

If you were to code a doPost () method for the Logi n servlet, you'd have to add the same
session connection code to that method as I've implemented for the doGet () method. For that
matter, any doXXX( ) method that requires database access would require this session
connection code.

4.2.3.1 Creating a session-bound wrapper for connections

With the servlet shown in Example 4-3, a user's database connection remains open until that
user submits a form containing a parameter named | ogout to the servlet. That's all well and
good, but what happens when the user forgets to log out before closing her browser? Or when
the session times out? The answer, unfortunately, is that the connection will not be closed. It will
remain open until the Oracle process monitor recognizes that the session is gone, at which point
the Oracle process monitor closes the connection. This is terribly inefficient! Fortunately, there is
an elegant solution to this problem. By using the Ht t pSessi onBi ndi ng interface, you can wrap
a connection object in a session-bound object that is notified when the session expires. The
session-bound object can then in turn close the connection. Example 4-4 shows a wrapper
class for a connection. This wrapper class is named Sessi onConnect i on.

Example 4-4. A session-bound wrapper class for a connection

i mport java.sql.*;
i mport javax.servlet.http.*;

public class SessionConnection
i mpl enents HttpSessi onBi ndi ngLi stener {

Connecti on connecti on;
public SessionConnection( ) {

connection = null;

publ i c Sessi onConnecti on(Connecti on connection) {
this.connection = connection;
}

publ i c Connection get Connection( ) {
return connecti on;
}

public void set Connecti on(Connecti on connection) {
t hi s. connecti on = connecti on;
}

public void val ueBound( Ht t pSessi onBi ndi ngEvent event) {
if (connection != null) {
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Systemout.println("Binding a valid connection");

}
el se {
Systemout.println("Binding a null connection");
}
}
public void val ueUnbound( Htt pSessi onBi ndi ngEvent event) {
if (connection !'= null) {
System out . printl n(
"Cl osing the bound connection as the session expires");
try { connection.close( ); } catch (SQLException ignore) { }
}
}

}

The Sessi onConnect i on class shown in Example 4-4 holds a connection and implements
the Ht t pSessi onBi ndi ngLi st ener interface. When you create a new Connect i on object,
you also need to create a new Sessi onConnect i on object. You then store your new
Connect i on objectin that Sessi onConnect i on object. Then, when a session expires, the
Hi t pSessi on object notifies the Sessi onConnect i on object that it is about to be unbound.
This notification happens because the Sessi onConnect i on class implements the

Ht t pSessi onBi ndi ngLi st ener interface. In turn, the Sessi onConnect i on object closes
the database connection so it's not left hanging in an open state after the session has ended.

4.2.3.2 Using the session bound wrapper class

Creating the Sessi onConnect i on class is not enough. You also need to code your servlet to
use that class when managing connections. Example 4-5 shows a modified version of the
Logi n servlet shown earlier. It can now use the Sessi onConnect i on class. The servlet has
been renamed Sessi onLogi n and uses a Sessi onConnect i on object to manage
connections.

Example 4-5. An HttpSessionBindingListener session connection servlet
i mport java.io.?*;

i mport java.sql.*;

i mport javax.servlet.*;

i mport javax.servlet.http.*;

public class SessionLogin extends HttpServlet {

public void init(ServletConfig config)
t hrows Servl et Exception {
super.init(config);
try {
/'l Load the driver
Cl ass. forNane("oracl e.jdbc.driver.OacleDri ver").newl nstance( );

catch (d assNot FoundException e) {
t hrow new Unavai | abl eExcepti on(
"Login init() C assNot FoundException: " + e.getMessage( ));

catch (Il egal AccessException e) {

t hrow new Unavai | abl eExcepti on(
"Login init() Illegal AccessException: " + e.getMessage( ));
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catch (Instantiati onException e) {
t hr ow new Unavai | abl eExcepti on(
"Login init() InstantiationException:
}

+ e.get Message( ));

}

public void doGet (
Ht t pSer vl et Request request, HttpServl et Response response)
throws | OException, ServletException {

response. set Content Type("text/htm");
PrintWiter out = response.getWiter( );
out.println("<htm >");

out. println("<head>");
out.println("<title>Login</title>");
out.println("</head>");

out. println("<body>");

Ht t pSessi on session = request. getSession( );

Sessi onConnecti on sessi onConnection =

(Sessi onConnection) sessi on. get Attri bute("sessi onconnection");
Connecti on connection = null

if (sessionConnection !=null) {

connection = sessionConnection. get Connection( );
}
if (connection == null) {

String userNane = request. get Paraneter("usernane");

String password = request. get Paranet er ("password");

if (userNane == null || password == null) {
/1 Pronpt the user for her usernanme and password
out.println("<formnethod=\"get\" action=\"SessionLogi n\">"
out.println("Please specify the following to log in:<p>");

out.println("Usernanme: <input type=\"text\" " +
"nanme=\"usernane\" size=\"30\"><p>");
out.println("Password: <input type=\"password\" " +

"name=\"password\" size=\"30\"><p>");
out.println("<input type=\"subm t\" val ue=\"Login\">"
out.println("</form");

}
el se {
/1 Create the connection
try {
connection = Driver Manager. get Connecti on(
"jdbc:oracl e:thin: @ssw2k01: 1521: orcl ", userNane, password);
}
catch (SQ.Exception e) {
out.println("Login doGet() " + e.getMessage( ));
}
if (connection !'= null) {
/1 Store the connection
sessi onConnection = new Sessi onConnection( );
sessi onConnect i on. set Connecti on(connecti on);
session.set Attribute("sessionconnection", sessionConnection);
response. sendRedi rect (" Sessi onLogi n") ;
return;
}
}
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}

el se {
String | ogout = request.getParaneter ("l ogout");
if (logout == null) {

/1 Test the connection
St atenent statenent = null;

Resul t Set resultSet = null;
String userName = null;
try {

statenment = connection.createStatenent( );
resultSet = statement.executeQuery(

"select initcap(user) from sys.dual");
if (resultSet.next( ))

user Name = resultSet.getString(1l);

}
catch (SQ.Exception e) {
out.println("Login doGet() SQ.Exception: " + e.getMessage( )

+ "<p>");
}
finally {
if (resultSet !'= null)
try { resultSet.close( ); } catch (SQ.Exception ignore) { }
if (statement != null)
try { statenent.close( ); } catch (SQ.Exception ignore) { }
}

out.println("Hello " + userNane + "!<p>");
out.println("Your session IDis " + session.getld( ) + "<p>");
out.println("lt was created on " +

new java. util.Date(session.getCreationTine( )) + "<p>");
out.println("lIt was |ast accessed on " +

new java. util . Date(session. get Last AccessedTime( )) + "<p>");
out.println("<formmethod=\"get\" action=\"SessionLogin\">");
out.println("<input type=\"submt\" nane=\"Ilogout\" " +

"val ue=\"Logout\">");
out.println("</form");

}

el se {
/1 Close the connection and renove it fromthe session
try { connection.close( ); } catch (SQ.Exception ignore) { }
sessi on. renoveAttri but e("sessi onconnection");
out.println("You have been | ogged out.");

}

out.println("</body>");
out.println("</htm>");
}

public voi d doPost (
Ht t pSer vl et Request request, HttpServl et Response response)
throws | OException, ServletException {
doGet (request, response);
}

}

The first notable change in this servlet, with respect to the Logi n servlet shown in Example 4-3,
is that it uses a Sessi onConnect i on object as an attribute of the Ht t pSessi on object. You
can see in the doGet () method that instead of getting a Connect i on object directly from an
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Ht t pSessi on object, this servlet gets a Sessi onConnect i on object from an Ht t pSessi on
object. If the Sessi onConnect i on objectis valid (i.e., it is not initialized to null), an attempt is
then made using that object's get Connecti on( ) method to get a connection object. If no
connection object exists, the doGet () method creates one. It then creates a new

Sessi onConnect i on object in which to store the newly created Connect i on object. The
Sessi onConnect i on objectin turn is stored in the Ht t pSessi on object.

The Sessi onConnect i on class shown in Example 4-4 contains several

System out. println( ) method calls you can use for debugging purposes. If you compile
the SessionConnection.java and SessionLogin.java files, place them into service on your servlet
container, and set your servlet container's session timeout to a reasonably small period -- such as
two minutes -- you can see the Hi t pSessi onBi ndi ngLi st ener interface in action.

As you can see from these last few examples, using the session connection strategy can add a
significant amount of code to your servlet. If you don't need a connection dedicated to a user,
then you are better off using a cached connection. Let's talk about that next.

4.2.4 A Cached Connection

A cached connection, or pooled connection as it is sometimes called, is the most efficient
connection strategy. A separate Connection Manager object is created in the servlet container
that manages a pool of cached connections (you'll see an example Connection Manager
implementation shortly). When your servlet requires a connection, it asks Connection Manager for
a connection. Connection Manager then finds an unused connection, or creates a new
connection if necessary, and passes that back for the servlet to use. The servlet returns the
connection to the cache when it is no longer needed.

Connection Manager allocates connections, which are all made using a pool username and
password, as needed by the servlets in the servlet container. Rather than close the connections
when they are returned to Connection Manager, they are placed in a cache in an open state until
another servlet requires them. There are several connection-caching products on the market for
Java. Later, in Chapter 7, | will show Oracle's connection-caching implementation. But since |
can't dissect them to help you get a better understanding of how they work, I've put together a

connection-caching tool of my own for you to examine. This tool consists of the following
components:

A class to wrap cached connections
A class to load drivers and create connections
A class to manage cached connections

The following sections show and describe each of these classes. Following the class descriptions
are examples of servlets that use the classes to implement a cached connection strategy.

4.2.4.1 A class to wrap cached connections

For each connection, my caching tool needs to keep track of not only the Connect i on object
itself, but also the following two pieces of information:

The time the connection was last used
Whether the connection is currently in use

To accomplish this objective, I've created a wrapper class named CachedConnect i on, which is
shown in Example 4-6.
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Example 4-6. The CachedConnection class to wrap cached connections
i mport java.sql.*;

public class CachedConnection {

private bool ean i nUse;
private Connection conn;
private |ong | ast Used;
private String baseNane;

publ i c CachedConnection( ) {

conn = nul l;
i nUse = fal se;
| astUsed = SystemcurrentTineMIlis( );
baseNane = "Dat abase";
}
publ i ¢ CachedConnecti on(Connecti on conn, bool ean i nUse) ({
this.conn = conn;
this.inUse = inUse;
this.lastUsed = SystemcurrentTimeMIlis( );
t hi s. baseNane = "Dat abase";
}
publ i ¢ CachedConnecti on(Connecti on conn, bool ean inUse, String
baseNane) {
this.conn = conn;
this.inUse = i nUse;
this.lastUsed = SystemcurrentTineMIlis( );
t hi s. baseNane = baseNane;
}

public Connection getConnection( ) {
return conn;
}

public void set Connection(Connection conn) {
this.conn = conn;
}

public bool ean getlnUse( ) {
return inUse;
}

public bool ean islnUse( ) {
return i nUse;

}
public void setlnUse(bool ean i nUse) {
if (linUse)
| astUsed = SystemcurrentTineMIlis( );
this.inUse = inUse;
}

public String getBaseName( ) {
return baseNane;
}
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public void setBaseNane(String baseNane) {
t hi s. baseNanme = baseNane;

}

public long getlLastUsed( ) {
return | ast Used;

}

}

A CachedConnect i on object has the following four attributes:

inUse
A bool ean that keeps track of whether the connection is in use. A value of t r ue
indicates that the connection has been checked out by a servlet. A value of f al se
indicates that the connection is available.

conn
A JDBC Connect i on object that is cached in the pool.

lastUsed
A | ong that holds the time the connection was last checked out. This is used by the
management class to determine when to close and remove from the cache connections
that have not been used in a predetermined period of time.

baseName

A St ri ng object that holds the name of the pool to which this connection belongs. This
allows you to manage several different connection pools simultaneously.

The CachedConnection class'si sl nUse( ) method is a function you can use in a logical
statement to check if the connection is in use. The rest of the methods are getter-setter methods
for the class.

4.2.4.2 A class to load drivers and create connections

The next class in my connection caching tool is a class to manage the loading of JDBC drivers
and the creation of connections. This class is named Dat abase, and it's shown in Example 4-7.

Example 4-7. The database class to manage driver loading and connection creation

i mport java.sql.*;
i mport java.util.*;

public class Database {
private static bool ean verbose = false;

public static final Connection getConnection(String baseNane) {

Connection conn = null;

String driver = nul I;

String url = nul I;

String usernane = null;

String password = null;

try {
Resour ceBundl e resb = Resour ceBundl e. get Bundl e( baseNane) ;
driver = resh. get String("dat abase. driver");
url = resh. get String("dat abase.url");
user nane = resh. get String("dat abase. usernane");
password = resh. get Stri ng("dat abase. password") ;
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Cl ass. forNanme(driver);

}

cat ch(M ssi ngResour ceException e) {
Systemerr.println("Mssing Resource: " + e.getMessage( ));
return conn;

}

cat ch( C assNot FoundException e) {
Systemerr.println("Class not found: " + e.getMessage( ));
return conn;

}

try {

if (verbose) {
System out . printl n("baseNane=" + baseNan®e);
Systemout.println("driver=" + driver);
Systemout.println("url=" + url);
System out. println("usernanme=" + usernane);
System out . println("password=" + password);

}
conn = Driver Manager. get Connection(url, usernanme, password);

cat ch( SQLException e) {
Systemerr.println(e.get Message( ));
Systemerr.println("in Database. get Connection");
Systemerr.println("on getConnection");

conn = nul | ;
.
finally {
return conn;
}

}

public static void setVerbose(bool ean v) {
ver bose = v;

}
}

Dat abase is a utility class that employs the use of a static variable and two static methods that
allow you to call the methods without instantiating the class. The attribute ver bose is a bool ean
that controls the output of diagnostics to standard out. The get Connecti on( ) method takes a
St ri ng argument named baseNane, which identifies a properties file on the local filesystem.
This properties file must be generated before invoking the get Connecti on( ) method, and in it
you should place the connection properties that you want each new connection to have. The
following is a hypothetical example of a properties file:

dat abase. dri ver=oracl e.jdbc.driver. O acl eDri ver
dat abase. url| =j dbc: oracl e: t hi n: @ssw2k01: 1521: or cl
dat abase. user nane=scot t

dat abase. passwor d=ti ger

In my solution, the pool name is used as the properties filename, so each pool can have its own,
distinct set of connection properties. All connections in a given pool share the same set of
properties.

4.2.4.3 A class to manage cached connections
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The final piece of my connection-caching solution is a class to manage cached connections,
doling them out to servlets as they are needed. The CacheConnect i on class, shown in

Example 4-8, does this.

Example 4-8. The CacheConnection class to manage cached connections

i mport java.io.*;
i mport java.sql.*;
i mport java.util.Vector;

public class CacheConnection {

private static bool ean verbose = fal se;

private static int nunmber Connecti ons = 0;

private static Vector cachedConnections = new Vector( );
private static Thread nonitor = nul l;

private static |ong MAX_| DLE = 1000*60*60;

synchroni zed public static Connection checkQut( ) {
return checkQut (" Dat abase");

}

synchroni zed public static Connection checkQut(String baseNane) ({
bool ean found = false;
CachedConnection cached = null;

if (verbose) {
Systemout.println("There are " +
I nt eger.toString(nunber Connections) +
" connections in the cache");
Systemout. println("Searching for a connection not in use...");
}
for (int i=0;!found && i<nunber Connections;i++) {
if (verbose) {
Systemout.println("Vector entry " + Integer.toString(i));

cached = (CachedConnecti on)cachedConnections. get (i);
if (!cached.islnUse() && cached. get BaseNane( ).equal s(baseNane))

if (verbose) {
Systemout . println("found cached entry " +
Integer.toString(i) +
" for + baseNane) ;

}

found = true;

}

}
if (found) {
cached. setl nUse(true);

}
el se {
if (verbose) {
System out. println("Cached entry not found ");
Systemout.println("Allocating new entry for " + baseNane);
}

cached = new CachedConnecti on(
Dat abase. get Connecti on(baseNane), true, baseNane);
cachedConnect i ons. add(cached) ;
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nunmber Connect i ons++

}
if (monitor == null) {
nmoni tor = new Thr ead(
new Runnable( ) {
public void run( ) {
whi | e( number Connections > 0) {
runMonitor( );
}
nmonitor = null;
if (verbose) {
System out . println("CacheConnecti on nonitor stopped");
}
}
}
)
nmoni t or . set Daenon(true);
nmonitor.start( );
}
return cached. get Connection( );
}
synchroni zed public static void checkln( Connection c) {
bool ean found = false;
bool ean cl osed = fal se;
CachedConnecti on cached = null
Connecti on conn = nul |
i nt [ = 0;

if (verbose) {

Systemout. println("Searching for connection to set not in
use...");

for (i=0;!found & i<nunberConnections;i++) {
if (verbose) {
Systemout.println("Vector entry " + Integer.toString(i));

cached = (CachedConnecti on)cachedConnections. get (i);
conn = cached. get Connection( );
if (conn == c¢) {
if (verbose) {
Systemout.println("found cached entry " +
Integer.toString(i));

found = true;

}
}
if (found) {

try {
closed = conn.isC osed( );

}
cat ch( SQLException ignore) {
cl osed = true;

if (!closed)
cached. set I nUse(fal se);
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el se {
cachedConnecti ons. renove(i);
nunber Connecti ons- -;

}
else if (verbose) {
Systemout.printIn("ln use Connection not found!!!");

}
}

synchroni zed private stati